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Spesifikasi & Requirement
& MikroTik RouterOS - PUSAT.COM
IPinet: 220.10.240.1 /24, IP lan: 192.168.56.1 /24, IP server: 192.168.1.1 /24, IP pptp: 172.1.1.1 /24
& MikroTik RouterOS - CABANG.COM
IPinet: 180.11.250.1 /24, IP lan: 192.168.166.1 /24, IP server: 192.168.2.1 /24, IP pptp: 172.1.1.2 /24
& Windows Server 2003 - PUSAT.COM
IP: 192.168.1.2, domain: pusat.com, Global Cataloge, Trusted Domain
@ Windows Server 2008 R2 - CABANG.COM
IP: 192.168.2.2, domain: cabang.com, Global Cataloge, Trusted Domain, ADMT Password
& Windows Server 2016 PUSAT.COM
IP: 192.168.1.3, join domain: pusat.com, Additional Domain Controller, Migrate FSMO, Net Framework
2.0, SQLexpress2005, ADMT
& Windows Server 2016 PUSAT.COM
IP: 192.168.2.3, join domain: pusat.com, ReadOnly Domain Controller
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{1} _ Setting IP Address MikroTik pusat.com
IP address internet: 220.10.240.1/24 , IP address lan: 192.168.56.88/24, IP address server:
192.168.1.1/24, Setting DNS: 192.168.1.2 (ip server pusat.com), 192.168.2.2 (ip server cabang.com).
{2}_ Setting PPTP Server MikroTik pusat.com
Enable pptp server, edit profile default-encryption, local address: 172.1.1.1, remote address: 172.1.1.2,
dns server 192.168.1.2, create user: 1 password: 1, add pptp server binding, name: vpn, user: 1

{3}_ Setting Routing MikroTik pusat.com
Dst.address: 0.0.0.0/0 gateway: 220.10.240.10, Dst.address: 192.168.2.0/24 gateway: vpn, Dst.address:
192.168.166.0/24 gateway: vpn

{4} _ Setting Firewal MikroTik pusat.com

Allow port:

Tcp/udp: 53 (dns) , Tcp/udp: 88 (kerberos) , Tcp/udp: 389 (Idap), Tcp: 135 (rpc endpoint) , Tcp: 139
(netbios) , Tcp: 445 (smb) , tcp: 464 (kerberos) , tcp: 636 (Idaps) , tcp: 3268 (Idap) , tcp: 3289 (Idaps).

1[5 [Oj[=]
L ] Al T Fiter Rules | NAT Mangle Raw Service Pots  Connections  Address Lists | Layer7 Protocols
Address Network Interface Y| e {=| | | | o0 Reset Counters || 00 Reset All Counters all ¥
o7 192.168.56.88/24 192.168.56.0 etherldan
o 1592.168.1.1/24 152.168.1.0 etherZ-server # Action Chain  |Protocol |Dst. Pot  |Bytes Packets -
=P 220.10.240.1/24 220.10.240.0 ether3-net 0 o accept forward 6 fcp) 53 11.2 KB 15
D 172111 1721.1.2 vpn 1 of accept  forward 17 fudp) 53 6.6 MiB 98 782
2 o accept  forward G#cp) 88 855.5 KB 3463
4 items 3 o accept  forward 17 fudp) 88 4608 B 4
4 o accept  forward 6#cp) 389 1558.9 KiB 5644
accept orwal { {udp .
S| s forward 17 {udp) 389 2665KB 2450
& o accept  forward Bfcp) 135 150.8 KiB 1615
. re
Sy 132 166.1.2 ¥ 7 ofaccept  foward Gfcp) 139 0B 0
192.168.2.2 S ] o accept  forward Gicp) 445 1834.0 KiB 7148
) ) 9 of accept  forward Bicp) 464 4558 B 12
Dynamic Servers: 10 ofaccept foward Gfcp) 636 0B 0
11 o accept  forward 6#cp) 3268 226 KB 127
v| Allow Remote Requests 12 ofaccept forward Gicp) 3269 0B 0
Max UDP Packet Size: |40%6
Query Server Timeout: | 2.000 8
[=1(E3
CQuery Total Timeout: | 10.000 5
DHCP Metworks | leases Options Option Sets | Aletts
Max. Concumrent Queries: [100
+ AT
Max. Concument TCP Sessions: |20
Address Gateway DNS Servers Domain WINS Servers Next Servy +
. 152.168.1.0/24 152.168.1.1
Cache Size: |2048 KiB
ache size 192.168.56.0/24 1521685688  192.168.12 152.168.1.1
Cache Max TTL: |7d 00:00:00
Cache Used: | 10 KiB 2items
Teminal [=1E3
admin@R1 ystem identity pri
Interface | PPPoE Servers Secrets  Profiles  Active Connections  L2TP Secrets : nLame(:a Rl 7 =us : ¢ prine *
+- 51| || | PPP Scanner || PPTP Server || SSTP Server || L2TP Server || OVPN Server |||[2dmin€R1] > ip address print _
Flags: X - disakled, I - inwvalid, D - dynamic
Mame Type = Rx User |Local Address | Remote Address|Status # ADDRESS NETWORE INTERFACE
R 4#vpn  PPTP Server Binding 0 bps Obps 1 172111 172112 connected 0 220.10.240.1/24 220.10.240.0 ether3-inet
1 192.168.56.858/24 192.1658.56.0 etherl-lan
2 192.168.1.1/24 192.168.1.0 ether2-server
1 ftem out of 4 3 D 172.1.1.1/32 172.1.1.2 vpn
admin@Rl] > ping pusat.col count=3
=5 SIZE TTL
56 128
Routes | Nexthops = Rules  VRF 56 128
= 56 128
+ =] al |+ =d=3 packet-loss=0% min-rtt=0ms
Dst. Address Gateway Distance © |Routing Mark | Pref. Source - ree=1lms
AS - 152168 2.0/24 vpn reachable 2 ) )
AS | 192168.166.0/24  vpnreachable 2 [admin@Rl] > ping cabang.com count=3
AS P 000040 220.10.240.10 reachable ether3-net 1 SEQ HOST SIZE TTL
DAC P 172112 vpn reachable 0 172111 o 1s2.168.2.2 S€ 127
DAC | 192.168.1.0/24 ether2-server reachable 0 192.168.1.1 1182.168.2.2 S€ 127
DAC | 19216856.0/24  etherldan reachable 0 192.168.56.88 2 192.168.2.2 ) ) 56 127
DAC | 220.10.240.0/24  ether¥inet reachable 0 220.10.240.1 sent=3 rsc d=3 packst-loss=0% min-rtt=lms
avg-rtt=1lms max-rtt=2ms
7 items [admin@R1] > ical redhat -
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{5} _ Setting IP Address MikroTik cabang.com
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IP address internet: 180.11.250.1/24 , IP address lan: 192.168.166.88/24, IP address server:

192.168.2.1/24, Setting DNS: 192.168.1.2 (ip server pusat.com), 192.168.2.2 (ip server cabang.com).
{6}_ Setting PPTP Client MikroTik cabang.com
Add pptp client, connect to: 220.10.240.1, create user: 1 password: 1,
{7}_ Setting Routing Static MikroTik cabang.com
Dst.address: 0.0.0.0/0 gateway: 180.11.250.11, Dst.address: 192.168.1.0/24 gateway: vpn, Dst.address:

192.168.56.0/24

gateway: vpn

{8}_ Setting Firewal MikroTik cabang.com

Allow port:

Tcp/udp: 53 (dns) , Tcp/udp: 88 (kerberos) , Tcp/udp: 389 (Idap), Tcp: 135 (rpc endpoint), Tcp: 139
(netbios) , Tcp: 445 (smb) , tcp: 464 (kerberos) , tcp: 636 (Idaps), tcp: 3268 (Idap) , tcp: 3289 (Idaps).

O] [=1(E3
L ] Al T Fiter Rules | NAT Mangle Raw = Service Pots  Connections  Address Lists ~ Layer7 Protocols
Address Network Interface || g 7| | | | o0 Resst Courters || 00 Reset All Counters al ¥
& 192.168.166.88/24  192.168.166.0  etherldan
= 192.168.2.1/24 152.168.2.0 etherZ-server H# Action Chain  |Protocol |Dst. Port | Bytes Packets -
o 180.11.250.1/24 180.11.250.0 etherdinet 0 o accept  forward Gfcp) 53 14.7 KiB 127
D 172112 172111 vpn 1 o accept  forward 17 {udp) 53 4335 T KB 62 544
2 o accept  forward 6 fcp) 88 582 4 KiB 2405
4 items 3 o accept  forward 17 {udp) 88 4608 B 4
4 o accept  forward 6cp) 389 1652 5 KiB 3652
Ol]|| 5 «faccept foward 17udp) 339 2374KB 2294
. - 6 o accept  forward Gfcp) 135 120.3 KiB 1227
Dl 192168 1.2 v 7 ofaccept forward Gfcp) 139 oE ]
152.168.2.2 s 8 of accept  forward Gicp) 445 1280.0 KiB 5299
. 9 «f accept  forward G fcp) 464 0B 0
Byrre S e 10 ofaccept foward Giop) 636 0B 0
11 o accept  forward Gfcp) 3268 226 KB 127
+/| Allow Remote Requests 12 of accept forward Gftcp) 3269 08 0
Max UDP Packet Size: |4096
Tatams
Query Server Timeout: |2.000 3
[=1(E3
Query Total Timeout: | 10.000 3
DHCP Metworks | leases Options Option Sets | Alets
Max. Concumrent Queries: | 100
+ AT
Max. Concument TCP Sessions: |20
Address Gateway DMNS Servers Domain WINS Servers Mext Serv|
Cache Size: [2048 KB 152.168.2.0/24 152.168.2.1
192.168.166.0/24 152.168.166.88 152.168.2.2, 192.168.2.1
Cache Max TTL: |7d 00:00:00
Cache Used: (12 KiB -
2items
Teminal =l E3
Interface | PPPoE Servers Secrets  Profiles  Active Connections = L2TP Secrets @Ri; 7 svEes *
+~ 1| | 7| | PPP Scanner || PPTP Server || SSTP Server || L2TP Server || OVPN Server |[|[20min€R2] > ip address princ _
Flags: X - disabled, I - invalid, D - dynamic
Mame Type Tx Rx User Local Address | Remote Address | Status #  ADDRESS NETWORE INTERFACE
R @¢vpn PPTF Client 0 bps Obps 17211.2 172111 connected 0 180.11.250.1/24 180.11.250.0 etheri3-inst
1 1%2.168.166.88/24 1%92.168.165.0 etherl-lan
2 182.1658.2.1/24 182.1€58.2.0 ether2-server
e 3D 172.1.1.2/32 172.1.1.1 vpn
[2dmin@R2] > ping cabang.com count=3
[E][x]| sea mosT SIZE TTL
0 182.le8.2.2 06 128
Routes | Nexthops | Rules VRF 1 192.168.2.2 56 123
68 6 128
+ al [ 4 S 2 182.1e8.2.2 56 128
Dst. Address Gateway Distance * |Routing Mark | Pref. Source hd
AS P 152.168.1.0/24 vpn reachable 2
AS P 152.168.56.0/24 vpn reachable 2
AS P 0.0.0.0/0 180.11.250.11 reachable etherdnet 1 SEQ HOST SIEE TTL
DAC P 172111 vpn reachable 0 172112 56 127
DAC | 180.11.250.0/24 ether3-net reachable 0 180.11.250.1 56 127
DAC | 192.168.2.0/24 etherZ-server reachable 1] 192.168.2.1 56 127
DAC | 192.168.166.0/24  etherldan reachable 0 152.168.166.88 3 packet-loss=0% min-rtt=lms
avg-rtt=1lms max-rtt=2ms
7 items [admin@R2] > ical redhat -
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{9} _ Install Active Directory Windows Server 2003 pusat.com
Setting ip address: 192.168.1.2 , gateway: 192.168.1.1, primary dns: 192.168.1.2 , secondary dns:
192.168.1.1 . Computer name: ad2003 . Install active directory dengan nama domain pusat.com

{10}_ Install Active Directory Windows Server 2008 cabang.com
Setting ip address: 192.168.2.2 , gateway: 192.168.2.1, primary dns: 192.168.1.2 , secondary dns:

192.168.1.1 . Computer name: ad2008 . Install active directory dengan nama domain cabang.com
{11}_ Trusted Domain Windows Server 2003 pusat.com

Buka Active Directory Domain and Trust, Properties, Trusts

File Action Yiew Help

~=1olx|

e | BmEBE 2

QE Active Directary Domains and Trusts | pusat.com

pusat,com | [T
Manage

Raise Domain Functional Level. ..

[ Type |

g 3

Export List...

Properties

Help

There are no items to shaw in this view,

|D\splays help far current seleckion.

New Trust...
% . Active Directory Domains and Trusts

g [ 3]

File Action \Wiew Help

e~ |BEEB @

QE Active Directary Domains and Trusts | pusat. cam

@ pusat.com
pusat.com Properties

General  Trusts I Managed B_ul

I Marmne

Domaing trusted by this domain [outgoing trusts):

Diomain Name Tiust Type | Transiti

Dromaing that trust this domain [incoming trusts):

Diomain Name Tiust Type | Transiti

Mew Trust..

| Type |

7
—Iill There Are nnirems Fn shiw in this wiew.
New Trust Wizard

Welcome to the New Trust
Wizard

Thiz wizard helps you create a trust between this domain
and any of the fallawing:

= A Windows domain in this forest or in anather forest
= A'windows NT 4.0 domain,

= A Kerberos Y5 realm tust.

= Another forest.

A, trust iz a relationship that enables users in one domain,
farest, or realm to be authenticated in a specified domain,

forest, or realm.
Help |

To continue, click Mext.

< Back Cancel

Ok Cancel

Apply
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Trust name: cabang.com (domain windows server 2008)
s and Trusts I =] 3

ctive Directory Dom.

File  Action Wiew Help

ol |2
D¢ Active Directory Domains and Trusts | pusat.com
- &) pusat.com [ Hame: [ Type [

New Trust rd

General Trusts |Managed Eyl

Trust Mame

Domarns trusted by this domain (outgaing trustsk You can create a trust by using a NetBIOS or DNS name.

Darmain Name: ‘ Trust Type ‘ Trangiti

Type the name of the damain, forest, or realm for this hust. | you type the name of a forest, you
must type a DMS name.

Example NetBI0S name: supplierd -int
Example DMS name: supplierd] -internal. micrasoft. com

Hame:

Domains that trust this domain (incoming trusts) abang.cam

Domain Name ‘ Tiust Type ‘ Tiangiti

Mew Trust | < Back I Nest » I Cancel |

oK | cancal | s |

"

Trust Type: Forest trust
~1alx

File  Action | Wiew Help
Ll |2
Active Directory Domains and Trusts | pusat.com

@ pusat.cormn [ Hame [ Tupe [

i 2
pusat.com Properties —-|5|| There are nn itams b show in

New Trust Wizard

General Trusts |Managed Eyl

. . . Trust Type
eyt ik e (9wl s This domain i a forest oot domain. If the specified domain qualifies, you can
Domain MName ‘ Trust Type ‘ Trangitiv create a forest tust,

Select the type of st you want to create

€ Extemal trust
An external tust is a nantransitive tiust between a domain and another domain
outside the forest. & nontransitive st is bounded by the domains in the
relationship.

&' Forest rust
orest kst is a bransitive st between two forests that allows users in any of th
idomaing in one forest to be authenticated in any of the damaing in the other farest. :

Daomains that trust this domain (incoming trusts);

Domain Name ‘ Tiust Type ‘ Tiangitiv

1 Trust | < Back I Mest » I Cancel |

S e ||

]
Direction of Trust: Two-way

& mains and Trusts =]
Fle Acion View Help

Active

rectory

e - @@ | [2
% Active Directory Domains and Trusts ‘ pusat.com
@ pusat.com | Name | Type |

n 21|
pusat.com BIOEELEER U] Ty e i s b shiws i s vises,

New Trust Wizard

General  Trusts I Managed B_I,II

Direction of Trust

Damains trusted by this domain (outgoing tusts). ou can create one-ay of two-ay tiusts.

Dromain MNarne Trust Type | Transitiv

Select the direction for this tust.

& T woway

Users in this domain can be authenticated in the specified domain. realm, or
forest. and users in the specified domain, realm. or forest can be authenticated in
this domain.

€ One-way. incoming
Diomains that trust this domain [incoming trusts]: Users in this domain can be authenticated in the specified domain, realm, or forest.

Domain Name Trust Type | Transitiv © Dne-way: oulging

Users in the specified domain. realm. or forest can be authenticated in this domain,

Hew Trust. < Back I Hest > I Cancel |

oK Cancel sy | |
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Sides of Trust: Both this domain and the specified domain,
RI=E

Elle  Action ¥iew Help

f 0 OmE6 @

e‘E Active Directory Domains and Trusts | plsak.com
@ pusat, com

[ Hame [ Type |
_ 2
e —|5|| There are nn items n shre in His view.
General  Tiusts | tanaged B-‘f‘l New Trust Wizard

Sides of Trust

IF you have a_pprup_liale permissions in both domains, pou can create both sides of
Domain Mame | Trust Type | Transitiv the trust relationship.

Diomains tusted by this domain (outgaing trusts]:

To begin using a trust, bath sides of the trust relationship must be created. For example,
if you create a one-way incoming tust in the local domain, & one-+way outgoing st
must alsa be created in the specified domain befare authentication traffic will begin
Howing across the trust.

Create the trust for the following:

" This domain only

Daomains that brust this domain incoming trusts) This option creates the trust relationship in the local domain

Domain Name ‘ Trust Type | Tiansitiv

o)

B oth this domain and the speciiied domain

This option creates a tust relationship in the local domain and & cormespanding trust
relationship in the specified domain. You must have trust creation privileges in the
specified domair

MNew Trust. | < Back I Mexst » I Cancel |

akK | Cancel I Lpply | |

[ | \

User Name and Password: admincabang (user ad yang ada di cabang.com)
inix
Eile  Action  Wiew Help

o OmEE @

e’@ Active Directory Domains and Trusts ‘ pusat,com

-2 pusat.com [ ame [ Tepe [

4 i [ x|
pusat.com Froperties —I—I There are nn items o shos in bhis vieow

New Trust Wizard

General Trusts I Managed Byl

User Name and Password
To create this truist relationship, you must have administrative privileges for the
Dromain Name ‘ Trust Type ‘ Transitiy specified domain,

Domains trusted by this domain (outgaing tusts]

Speified domain: cabang.com

Type the user name and password of an account thal has administrative privileges in
the specified domain.

User name: I admincabang j

Damains that trust this domain incoming tsts)

Domain Marne Trust Type | Transitiv

Password: I- o

Mew Trust < Back I Nest > I Cancel I

oK I Cancel I Ll I |

[ | \

Outgoing Trust Authentication Level-Level Forest: Forest-wide authentication
o
Fle Action View M
co On 6| @

Active Directory Domains and Trusts usat.com
QE@ |:u|.|sal:.cnmy Ee | Type |
ilill There are no items ta shaw in this view,

General Trusts I Managed Byl

DOutgoing Trust Authentication Level-Local Forest
Users in the specified forest can be authenticated ta use all of the resources in the
Domain Mame | Trust Type | Transitive local forest or only thase resources that you specify

Damains trusted by this domain (outgoing tusts):

Select the scope of authentication for users from the cabang.com forest.

& Forestwide authentication ‘

indows will automatically authenticate users from the specified forest for all resources |
in the local forest. This option iz prefered when bath forests belong to the same E
organization.

Dramaing that trust this domain (incoming trusts);

" Selective authentication
Windows will not automatically authenticate users from the specifid forest for any
resources in the local forest. After you finish this wizard. grant individual access to each
domain and server that you want to make available to users in the specified farest. This
option is prefermed if the forests belong to different organizations.

Dommain Mame | Trust Type ‘ Transitive

News Trust... | < Back I Next > I Cancel I

oK Cancel Lipply | |

|' I
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Outgoing Trust Authentication Level-Specified Forest: Forest-wide authentication
=Iolx|
File Action Wiew Help

& = | 2

6‘@ Active Directory Domains and Trusts | pusat,com

@ Pusat.com Hame [ Tvpe |

_Iill There are na ikems to show in this view,

General Trusts | Managed By | New Trust Wizard
DOutgoing Trust Authentication Level--Specified Forest
D trusted by this d t trust:
omains trusted by this domain [owtgoing frusts) Users in the local forest can be authenticated to use all of the resources in the
Domain Mame Trust Type | Transitivi specified farest ar only those resources that pau specify,

Select the scope of authentication for users from the local farest.

& Forest-wide authentication
indows will autamatically authenticate ugers from the lacal farest for all resources in
the cabang.com forest. This option is preferred when both forests belong to the same

organization.
Daomains that tust this domain [incoming tusts): £ Selective authentication
Wwindows will not automatically authenticate users from the local forest far any resources
Comain Mame | Trust Type | Transitivi

in the cabang.com forest, After pou finish this wizard, grant individual access to each
domain and server that you want ta make available to users from the local forest. This
option iz preferred if the forests belong to different organizations.

w Trust < Back I Hext > I Cancel |
ok | cancel | s | |
E |
Trust Selection Complete
% : Active Directory Domains and Trusts Alglll

File Action Wiew Help
il |2
é@ Active Directory Domains and Trusts | pusat,com

-2 pusat.com Name = T

ilill There are no ikems to show in this wiew,

General Trusts | Managed Byl New Trust Wizard
Diomaing trusted by this damain [outgaing trusts): Trust Seleclions Complete

The New Trust Wizard is ready to create the trust
Domain Name | Trust Type | Transitivi

You have selected the following tust settings:

This domain: pusat.comm
Specified domair cabang. com

Direction:
Twoway: Users in the local domain can authenticate in the specified domain and

. o . users in the specifisd domain can authenticate in the local domain,
Damaing that tust this damain [incoming tusts):

Domain Mame [ Trust Type | Transitiv it e

Tomake changes to this trust, click Back. To create the tust, click Next

New Trust < Back I Heat > I Cancel |

oK I Cancel | Lpply | |

" I
Trust Creation Complete

=

Active Directory Domains and Trusts

=101

File Action Wiew Help
e o EEFB @
6@ Ackive Direckory Domains and Trusts | pusat,com
2§ pusat.com IME [ Type [
2021 There are no tams to show inthis visw.

General  Trusts |Managed | [y T—
Diamaing tusted by this domain (outgoing trusts]: Trust Creation Complele

The trust relationship was successfully created
Domain Mame | Trust Type | Transitivi

Status of changes

[Trust relationship created successiully, -
Specified domain: cabang, com

Direction:

Two-way: Users in the local domain can authenticate in the specified domain and
users in the specified domain can authenticate in the local domain,

Diomains that trust this domain [incoming trusts]:

Trust type: Forest tust
Dommain Mame | Trust Tupe | T raritive

Outgoing tust authentication level: Forestwide authentication in local and
specified forests

|

To configure the new trust, click Mext.

ook [ mess | cance |

oK Cancel ey | |

" I
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Confirm Outgoing Trust: Yes, confirm the outgoing trust

: Active Directory Domains and Trusts

(3l
Eile  Ackion View Help

& = |&m| 2

2[g Active Directory Domains and Trusts [ pusat.com

- ) pusat.com Hame [ 1ype [

ﬂi‘l There are na ikems to show in this view,

General Trusts | Managed By | New Trust Wizard
Confirm Outgoing Trust
Dl s vl (oo ) You should confirm this trust anly if the ather side of the trust has been created.
Dromain Hame Trust Type | Transitivi

Do you want to confirm the outgoing trust?

£~ Mo, do not confim the outgoing hust

Domains that trust this domain (incoming tusts):

Dromain Hame Trust Type | Transitivi

To confirm the tust now, click Nexst.

Mew Trust. | < Back I Next » I Cancel |

aK | Cancel | Lipply | |

\
Confirm Incoming Trust: Yes, confirm the incoming trust

: Active Directory Domains and Trusts

=101 x|

Eile  Action  Wiew
- aEEBR
6@ Active Directory Domains and Trusts | pusat.com

@ pusat.comm Name | Type |

ﬂi‘l There are naikems ta show in this view,

Gereral  Trusls I Managed By | New Trust Wizard
Dammaing trusted by this domain [autgaing trusts): Confirm Incoming Tms_l
— “Y'ou should confirm this trust only if the other side of the tust has been created
Dammain Mame ‘ Trust Type | Transitiv

Do you want to confirm the incoming trust?
£ Mo, do not confim the incoming st

* %(es, confitm the incoming tn._x_%_t‘

Damaing that trust this domain [incaming tusts):

Domain Name ‘ Tiust Type | Transitiv

To confirmn the tust now, click MNexst

Hew Trust |

< Back Mext » Cancel I
oK I Cancel | Lpply | |
[ ¥ | |
Completing the New Trust Wizard: Finish
-1l
Eile  Action Wew Help
o loE | F B @
Q’E Active Direckary Domains and Trusts ‘ pusat.com

29 pusat.com Mame [ Type |
pusat.com Properties 20| Thers are notems to show n s view,

General  Trusts I Managed Byl Mew Trust Wizard

Domaing trusted by this domain [outgoing tusts):

Dommain Mame | Trust Type | Transit

Completing the New Trust
C& wizard

You have successfully completed the New Trust \Wizard.

Status of changes:

The tiust relationship was successfully created and d
confirmed.

Route these names ta the specified farest:

Domairis that trust this domain [incoming tusts): " cabang.com

Comain Name | Trust Type | Transitiv

Foute these names to the local forest:
* pugat.com

To clase this wizard, click Finish.

gk [ Fnish | cencel |

0K Cancel Lpply | |
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Akan terlihat, outgoing trust: cabang.com — forest — yes, incoming trust: cabang.com — forest —yes

=101.x]
File Action Wew Help

® =» |m[m| =

@E Active Directary Domains and Trusts | pusat.com
-2 pusat.com IM | Type |

21x

There are no items to show in this wiew.

pusat.com Properties

General  Truste | Managed By |

Domains trusted by this domain [outgoing trusts):

‘ Tiust Type | Transitive: Eroperties.
Farest es
Bemove:

Domain Name
cabang com

Damains that trust this domain (incoming tiusts)

Dormain Name ‘ Trust Type | Transitive Froperties...
cabang. com Forest Yes
Fremaye
1] I Cancel | Lipply |

[

{12}_ Join domain ke server pusat.com
Hostname: win7pusat, ip address: 192.168.56.254 (dhcp) , gateway: 192.168.56.1, dns: 192.168.1.2 ;
192.168.2.2, join domain: pusat.com, masukan username dan password user active directory yang ada

pada server pusat.com (windows server 2003).

<} System Properties @ [ Local Area Connection Status @
Computer Name | Hardware | Advanced I System Protection | Hemotel Network Connection Details @
IIJL‘I Windows uses the following information to identify your computer Network Connection Details:
= onthe network. Internet
Property Value e
Computer description: Connection spectic DN No netwark access
For excample: "Kitchen Computer” or "Mary's Description Intel{R) PRO/ 1000 MT Desktop Adapter Enabled
Computer”. Physical Address 08-00-27-78-87C8 00:05:58
Full computer name: win 7pusat DHCP Enabled Yes 1.0 Gbps
IPv4 Address 192.168.56.254
Computer Name/Domain Changes ez ] 1P Subnet Mask 255.255.255.0
- - 3 o [, Lease Obtained Sunday, January 31, 2021 12:28:45PM
'ou can change the name and the mem ip of this Metwork [D... " 20.
computer. Changes might affect access to network resources. L Lease Bepires Sunday. January 31. 2021 10:33:47 P
Mare information |Pv4 Default Gateway 192.168.56.88
IPv4 DHCP Server 192.168.56.88 —
|Pwd4 DNS Servers 192.168.56.88 nt — k'! ——  Received
Computer name: 192.168.1.2 >
win 7pusat 192.168.22 .
21,385 | 10,923
Full computer name: N
Computer Name/Domain Changes En.. Yes
win7pusat
o 1 ] v
@ Welcome to the pusat.com domain,
Member of wwr Close
Domain Close
pusat.com
Windows Security Online support
Computer Name/Domain Changes SR T —and workgroup settings =
Enter the name and password of an account with permission to join the Computer name: winTpusat @'Changa settings
domain. Full computer name: win7pusat
Computer description:
T 1 [ pusatl ] Warkgroup: WORKGROUP
| [senasenses | Windows activation
BN GiEiE % 15 days to activate. Activate Windows now
Product ID: 00425-292-0000007-85233  Change product key |
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Tes login user active directory yang ada pada windows server 2008 (cabang.com) di komputer win7pusat
User PUSAT\pusatl dan CABANG\cabang1 berhasil login di komputer win7pusat

PUSAT\pusatl CABANG\cabangl
Logged on Logged on

». Windows 7 Ulimate

{13}_ Join domain ke server cabang.com
Hostname: win7cabang , ip address: 192.168.166.254 (dhcp) , gateway: 192.168.166.1 , dns: 192.168.2.2
; 192.168.1.2, join domain: cabang.com , masukan username dan password user active directory yang

ada pada server cabang.com (windows server 2008).

System Properties E a [ Local Area Connection Status @
Computer Name | Hardware | Advanced | System Protection I F{emole‘ MNetwork Connection Details @
n&" Windows uses the following information to identify your computer || Network Connection Details:
== onthe network. Property Value = H Internet
Computer description Connection-specfic DN H Mo Internet access
" R Description Intel(R} FRO/1000 MT Desktop Adap Enabled
For excample: "Kitchen Comput Mary's
Compugerr o ompuEror A Physical Address 08-00-27-06-D876 0051454
Full computer name: winFcabang ontrol P DHCP Enabled Yes 1.0 Gbps
IPv4 Address 192.168.166.254
Computer Name/Domain Changes =] 1Py Subret Mask 255.255.255.0
me Lease Obtained Sunday, January 31, 2021 2:20:06 PN =
You can change the name and the membership of this D Lease Expires Monday, February 01, 2021 12:30:07
computer. Changes might affect access to network resources
Nosciiomntion |Pv4 Default Gateway 152.168.166.88
IPv4 DHCF Server 152.168.166.88 -
hge... IPv4 DNS Servers 152.168.166.88 | ;
Computer name: g n 19216822 Sent — — Received
win7cabang 3 152.168.1.1 w7
Computer Mame/Domain Changes E — 74,237 | 279,152
Full computer name
G i fYE“:D 4899:2372: 781 1cfb % 11
More @ ‘Welcome to the cabang.com domain. = D @ Zhe anose
M?mbe( of Close
(@) Diomain: Close
cabang.com oK i
Windows Security Online support
Computer Name/Domain Changes Computer name, domain, and workgroup settings e
Enter the name and password of an account with permission to join the Computer name: winJcabang @Change settings
domain. .
Full computer name: winJcabang
Computer description:
I 7 [ cabangl ] Workgroup: WORKGROUP
‘ [---""-" ] Windows activation
L —"

Domain: cabang.com hation and f@‘_ 15 days to activate. Activate Windows now

Product ID: 00426-292-0000007-85233  Change product key il

Tes login user active directory yang ada pada windows server 2003 (pusat.com) di komputer win7cabang
User CABANG\cabangl dan PUSAT\pusat1 berhasil login di komputer win7cabang
4 i '—I'-

i 7’ & /

‘ g
w. Windows 7 Ultimate
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{14}_ Windows server 2016 join domain pusat.com

Hostname: ad2016, ip address: 192.168.1.5, gateway: 192.168.1.1, dns: 192.168.1.2 ; 192.168.1.1, join

domain pusat.com.

1

Computer Name  Hardware Advanced Remots Network Connection Details x
Col ¥ r computer . Network Connection Details:
Computer Name/Domain Changes X
Froperty Value
You can change the name and the membership of this :l
computer. Changes might affect access to netwark resources Connection-specfic DN.
or o Welcome to the pusat.com domain. Description Intel{R) PRO/1000 MT Desktop Adapter
i Physical Address 08-D0-27-48-FD-E4
Computer name DHCP Enabled No
IPv4 Address 192168.1.5 )
d2016 |
L. IPv4 Subnet Mask 2552552550
Full computer name [ IPv4 Default Gateway 192.168.1.1
ad2016 1dows edition IPv4 DNS Servers 152.168.1.2
192.168.1.1
More. Windows Server 2016 Standard IPv4 WINS Server
Member of © 2016 Microsoft Corporation. Al rights reserved. NetBIOS over Tepip En...  Yes
@ Domain:
|pusat com | term
rocessor: Intel(R) Core(TM) i7-6700T CPU
Wind 5 i
indows Security X Lstalled memory (RAM): 1,50 GB
5 < >
Computer Name/Domain Changes lystem type: B4-bit Operating System, x64-b.
en and Touch: Mo Pen or Touch Input is availa z
. - ose
Enter the name and password of an account with permission X
1o join the domain. puter name, demain, and workgroup settings
omputer name: ad2016 !;Change settings
| pusat1 ‘ ull computer name: ad2016
omputer description:
cesssssses ‘ Norkgroup: WORKGROUP
Domain: pusat.com ows activation
Mindows is not activated. Read the Microsoft Software License Terms
roduct ID: D0376-30000-00299-AA135 !;A(twﬂta Windows
oK Cancel

{15}_ Install Active Directory Windows Server 2016
Server Manager, Add Roles and Features

[ Server Manager

Manage Tools View Help

Add Roles and Features

Remaove Roles and Features

Server Manager * Dashboard @1 F

Dashboard WELCOME TO SERVER MANAGER

Add Servers

I Local Server Create Server Group

o Configure this locall___ Server Manager Properties
ot

ii All Servers

¥E File and Storage Services b

QUICK START

Add roles and features

M

3 Add other servers to manage

WHAT'S NEW P
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1

[ | I 200090909090 0 |
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Installation type: Role-based or feature-based installation

R Server Manager — O *
[ Add Roles and Features Wizard - [m] x
. - DESTINATION SERVER -
Select installation type se201e st com

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selaction
Server Roles
) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Features

Server Selection: Select a server from the server pool , ad2016.pusat.com

s Server Manager - O s
[ Add Roles and Features Wizard — ] *
. - DESTINATION SERVER A
Select destination server 252015 pusetcom

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
ction ) Select a virtual hard disk
Server Roles Server Pool
Features
Filter: | |
Name IP Address Operating System
ad2016.pusat.com 192.168, Microsoft Windows Server 2016 Standard

1 Computer(s) found
This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

Install
Server Role: Active Directory Domain Services
B Server Manager - [m] X
Ez Add Roles and Features V | - O x
DESTINATION SERVER ~
Select server roles 242016 pusatcom
I f, Add Roles and Features Wizard X
Select one or more roles to in I
Roles Add features that are required for Active Directory

Domain Services?

Active Directory Certi
SCBANIN  You cannot install Active Directory Domain Services unless the

Active Directery Fedel  fgllowing role services or features are also installed.
Active Directory Light

Active Directory Righ [Tools] Group Policy Management
Device Health Attestd 4 Remote Server Administration Tools
DHCP Server 4 Role Administration Tools
DINS Server 4 AD DS and AD LDS Tools
Fax Server Active Directory module for Windows PowerShell
I [ File and Storage Servi 4 AD DS Tools
Host Guardian Servic [Tools] Active Directory Administrative Center
Hyper-V [Tools] AD DS Snap-Ins and Command-Line Tools L
MultiPoint Services
Network Policy and A —
Print and Document
Remote Access

Remote Desktop Sen|
Volume Activation Se|
‘Web Server (I1S)

Windows Deploymen

Include management tools (if applicable)

< Previous Next > Install
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B Server Manager - [m] x
B Add Roles and Features Wizard - ] X
DESTINATION SERVER
| Select features 242018 puse com
Before You Begin Select one or more features to install on the selected server. |
Installation Type Features Description
Server Selection PRI NET Fromemork 2.5 Feature ~|  NET Framewerk 3.5 combines the
Server Roles - [W] .NET Framework 4.6 Features (2 of 7 installed) power of the .NET Framework 20
Feats I [] Background Intelligent Transfer Service (BITS) APIs with new technologies for
31U [ BitLocker Drive Encryption building applications that offer
ADDs [ BitLocker Network Unlock appealing user interfaces, protect
. [ BranchCache your customers' personal identity
Confirmation [ Client for NFS information, enable seamless and
[ Containers secure communication, and provide
[ Data Center Bridging the ability to model a range of
[ Direct Play business processes.
[[] Enhanced Storage
[ Failover Clustering L
Group Palicy Management
[ 170 Quality of Service [—
[[] 1IS Hostable Web Core
[ Internet Printing Client
[[] 1P Address Management (IPAM) Server
[ iSNS Server service
["] LPR Port Monitor v
€ >
Install
s Server Manager - m} ®
-ﬁa Add Roles and Features Wizard — [m]
Help
. . . . DESTINATION SERVER
| Active Directory Domain Services 202076 gusetcom
Before You Begin Active Directory Domain Services (AD DS) stores information about users, computers, and other devices ]
on the network. AD DS helps administrators securely manage this information and facilitates resource
Installation Type sharing and collaboration between users.
Server Selection
Things to note:
Seivaghok: * To help ensure that users can still log on to the network in the case of a server outage, install a
Features minimum of two domain controllers for a domain.
Al * AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.
Confirmation
Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web
apps.
Learn more about Azure Active Directory 3
Configure Office 365 with Azure Active Directory Connect
Install
Rz Server b Aanager — [m]
[z Add Roles and Features Wizard - m] X
. . . . DESTINATION SERVER
| Confirm installation selections <4201 pusatcom
Before You Begin To install the following roles, role services, or features on selected server, click Install. ]
Installation Type Restart the destination server automatically if required
Server Selaction Optional features (such as administration tools) might be displayed on this page because they have
' been selected automatically. If you do not want to install these optional features, click Previous to clear
SEINEEE their check boxes.
Features
ADDS Active Directory Domain Services
SETE T Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools le
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools
Export configuration settings
Specify an alternate source path
Mext >
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2 Server Manager — ] e
& Add Roles and Features Wizard — [m] X
. DESTINATION SERVER A
Installation progress 242915 pusatcom
View installation progress ]
o Feature installation
Configuration required. Installation succeeded on ad2016.pusat.com.
Active Directory Domain Services -
Additional steps are required to make this machine a domain contraller,
Promote this server to a domain controller
Graup Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell L
AD DS Tools
Active Directory Administrative Center .
AD DS Snap-Ins and Command-Line Tools v
You can close this wizard without interrupting running tasks, View task progress or open this
“  page again by clicking Notifications in the command bar, and then Task Details.
Export configuration settings
< Previous Next > Cancel

Server Manager: Promote this server to a domain controller

Fﬁ Server Manager

Server Manager * Dashboard

Post-deployment Configura...
Dashboard WELC
= Configuration required for Active Directory Domain
U el Services at AD2016
W& All Servers -
Promote this server to a domain controller server
§l AD DS
_ o Feature installation
W& File and Storage Services b QUIC] —_—
Configuration required. Installation succeeded an =
ad2016.pusat.com.
Add Roles and Features manage
WS Task Details ol
5 Connect this server to cloud services
Hide
EARN MORE

ROLES AND SERVER GROUPS

Roles:2 | Servergroups:1 | Serverstotal: 1

P File and Storage

ADDS 1 .
Services

@ Manageability @ Manageability

Deployment Configuration: Add a domain controller to an existing domain , domain: pusat.com,
credentials: PUSAT\administrator (user administrator pusat.com)

[& Active Directory Domain Services Configuration Wizard - O *
- - TARGET SERVER
Deployment Configuration 2d2016.pusat.com

Select the deployment operation

Domain Ceniroller Cptions

Add a domain controller to an existing domain

Add a new domain to an existing forest

Additional Options
Paths () Add a new forest

Review Options

Specify the domain information for this operation

Prereguisites Chack
Domain: pusat.com

Supply the credentials to perform this operation

PUSAT\administrator

More about deployment configurations

< Previous - Install
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Domain Controller Options: Domain Name System (DNS) Server and Global Catalog (GC)

s Server Manager — O X
2 Active Directory Domain Services Configuration Wizard - [m] X
- - TARGET SERVER N
Domain Controller Options 2d2016,pusat.com
| A Adomain controller running Windows Server 2008 or later could not be located in this domain. To install a r... Show more X
Deployment Configuration - . B
. Specify domain controller capabilities and site information
Domain Name System (DNS) server
ERSOphons Global Catalog (GC)
Additicnal Cptiens Read only domain controller (RODC)
Paths Site name: Default-First-Site-Name i
Review Options
B Type the Directory Services Restore Mode (DSRM) password
Prerequisites Chack
Password:
Confirm password:
Hide
More about domain controller options
Install
& Server Manager — O X
f Active Directory Domain Services Configuration Wizard - O X
2w Help
D N S O . TARGET SERVER N
ptl ons ad2016.pusat.com
‘ A A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more X
Daployment Configuration . . .
N Specify DNS delegation optians
Domain Controller Cptions
Update DNS delegation
Options
Additional Cptions
Paths
Re ptions
Prerequisites Check
Hide
More about DNS delegation
T T T T -
Additional Options: replicate from: ad2003.pusat.com
T Server M — ] e
[ Active Directory Domain Services Configuration Wizard - m} b4
s - TARGET SERVER -
Additional Options 242016 pusat.com
Deployment Configuration . ) .
Specify Install From Media (IFM) Options
Domain Controller Options N
[ Install from media
DNS Options
Additicnal Options Specify additional replication options
Paths Replicate from: ad2003.pusat.com “
Preparation Options
Review Options
Preraqu Chack
Hide
More about additional options
Install
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2 Server Manager — O X
[& Active Directory Domain Services Configuration Wizard - O X
P h TARGET SERVER -
at S ad2016.pusat.com
Daployment Configuration
Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Cptions
DNS Options Database folder: CAWindows\NTDS E
P — Log files folder: CAWindows\NTDS =l
= SYSVOL folder CAWindows\SYSVOL =
Preparation Cptions
Review Options
Prerequisitas Check
Hide
More about Active Directory paths
Install

Preparetion Options: PUSAT\administrator (user administrator pusat.com)

T Server Manager — [m] e
f& Active Directory Domain Services Configuration Wizard - O X
P . O . TARGET SERVER "
reparation Options 242016 pusat.com
Deployment Configuration . . .
N To install this domain controller, the wizard needs ta perform the following operation(s):
Domain Controller Cptions .
* Forest and schema preparation
DNS Options .
* Domain preparation
Additional Options
Paths The current user credentials do not have sufficient permissions ta run the preparation aperation(s).
. Please specify a user that is a member of Enterprise Admins group and Schema Admins group.
Prerequisites Chack
Hide
More about preparation options
Install
T T T
e Server Manager - [m] X
& Active Directory Domain Services Configuration Wizard - [m] x
R . O : TARGET SERVER
eview Options ad2016.pusat.com
Deployment Configuration Review your selections:
Domain Contraller Options ?unﬁgura trns server as an additional Active Directory domain controller for the domain ~
pusat.com”,
DN5s Options
Additienal Optiens Site Name: Default-First-Site-Name
Paths Additional Options:
Preparation Options
P P Read-only domain controller: No
Preraguisitas Chack Global catalog: Yes
DNS Server: Yes
Update DNS Delegation: No
Hide
Source DC: ad2003.pusat.com
These settings can be exported to a Windows PowerShell script to automate
additional installations
More about installation options
Install
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Prerequisites Check: Install

K= Server - [m] X
f& Active Directory Domain Services Configuration Wizard - m} ®
) TARGET SERVER -
Prerequisites Check ad2016.pusat.com
| Q All prerequisite checks passed successfully. Click 'Install’ to begin installation. Show more x

Deployment Configuration . ) . . .
Prerequisites need to be validated before Active Directory Domain Services is installed on this

Demain Controller Cptions | computer
DNS Options Rerun prerequisites check
Additional Options
aths @ liew results
. o 1. The File Replication Service (FRS) is deprecated. To continue replicating the SYSVOL 2
Preparation Options folder, you should migrate to DFS Replication by using the DFSRMIG command. I you
«continue to use FRS for SYSYOL replication in this domain, you might not be able to
add domain controllers running a future version of Windows Server.

A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this Hide
DNS server in the parent zone to ensure reliable name resclution from outside the
domain "pusat.com”. Otherwise, no action is required.

o Prerequisites Check Completed

o All prerequisite checks passed successfully. Click ‘Install’ to begin installation.

i, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

Next >

Jika error seperti ini, harus ulangi Promote this server to a domain controller dan menggunakan user

administrator domain pusat.com

[ Active Directory Domain Services Configuration Wizard — m} X
R | TARGET SERVER
esults ad2016.pusat.com

An error occurred whi ing to configure this machine as a Dom;

@ View detailed operation results

Q ADPrep execution failed —>
Microsoft.DirectoryServices.Deployment. ADPrepldapException: Insufficient Rights. Server
extended error: 5. Server extended message: 00000005: SecErr: DSID-03151E04, problem
4003 (INSUFF_ACCESS_RIGHTS), data 0

Adprep was unable to create the object

cn=ForestUpdates, CN=Configuration, DC=pusat,DC=com in Active Directory Domain
Services,

[Status/Consequence]

This Adprep operation failed.

[User Action]

Check the log file ADPrep.log in the C\Windows\debug\adprepilags\20210131035935
directory for more information. Restart Adprep..

Check the log files in the C\Windows'\debughadprephlogs20210131035935 directory for
detailed information.

More about results

< Previous Next >

i Serverh

& Active Directory Domain Services Configuration Wizard - m} b

R | TARGET SERVER ~
esults ad2016.pusat.com

Progress
Configuring the DNS Server service an this computer...
® View detailed operation results

1. Windows Server 2016 domain cantrollers have a default for the security setting named
“Allow cryptagraphy algorithms compatible with Windows NT 4.0° that prevents weaker
cryptagraphy algorithms when establishing security channel sessions.

~

For mare information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

The Windows Server 2003 functional level is deprecated. If your domain and/or forest
remains at this functional level, you might not be able to add domain controllers
running a future version of Windows Server.

The File Replication Service (FRS) is deprecated. To continue replicating the SYSVOL
folder, you should migrate to DFS Replication by using the DFSRMIG command. If you
continue to use FRS for SYSVOL replication in this domain, you might not be able to
add domain controllers running a future version of Windows Server,

A delegation for this DNS server cannat be created because the autheritative parent

men s bm fmvimd e i Annr mnd oo Ml dnsei DAIE smmine iime men msamentinn

Hide

1. If you close this wizard, the installation will continue and the target server will restart when the
installation is complete.

More about results

< Previous Next >
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{16}_ Active Directory Windows Server 2016
Windows server 2016 sudah menjadi additional domain controller pusat.com, user dan dns berhasil ter-

replikasi, ad2016 berhasil join domain ke ad2003.

& Active Directory Users and Co — [m] by 2, DNS Manage — [m] X
File Action View Help File Action View Help
e nE 0 B0 B eaaTES e | HEXEL=HEl 8§ @@
] Active Directory Users and Com|| name Type  Description £ DNS Name Type Dats Timestamp
51 saved Queries @, Admin Pusat  User ~ i apaoie [ msdes
v 3 pusat.com B UserPusat 1 User ~ (] Forward Lookup Zones j’sim
1 Builtin B e Pummt2  User ) msdespusaticom (| =57
1 Computers v | pusst.com —-<F
& Domain Controllers ] _msdes jﬁ“dp
[ ForeignSecurityPrincipal: O _sites CloemainbnsZones
] Managed Service Accour 1 tep ClForestbnszones
& UserPusat £ udp [El(same as parent folder)  Start of Authority (SO... [48], ad2016.pusat.com., h... static
1 Users | DomainDnsZoneq | [ (same as parent folder)  Name Server (NS) 2d2003.pusat.com. 1/30/2021 2:00:00 A
. N ] ForestDnsZones || [E](zame as parent folder) Name Server [NS) 2d2016.pusat.com. static
[ Reverse Lookup Zones || [](same as parent folder) Host (4) 192.168.15 1/31/2021 £:00:00 A
[ Trust Points [Flisame as parent folder) Host (4) 192.168.1.2 1/30/2021 2:00:00 A
| Active Directory Sites and Services - o x [ Conditional Forwarders || [£]ad2003 Host (4) 192.168.1.2 1/31/2021 8:00:00 P
) ) [Flad2016 Host (4) 192.168.15 static
File Action View Help Elcioud Host (4) 192.168.1.3 static
=2 HE BB d:=2 Bm 2 [Elwinzeusar Host (4) 192.168.56.254 1/30/2021 S:00:00 P
i Active Directory Sites and Servic|| Name Domain  Bridgehead DCType Description
v [ Sites 3 AD2003 pusat.com ac
£ Inter-Site Transports 5 AD26 pusst.com i
| Subnets
~ & Default-First-Site-Name
~ ] Servers
~ 3 AD2003
i NTDS Setting:
~ 5 AD2016
i NTDS Setting:
< > < > < >

Pastikan ad2016 sudah join ke server ad2003

ﬁ:’ Active Directory Sites and Seryices

i54 File

Action  Miew  Window  Help

=101 x|

=181l

@m e QB[

& = | E

w- [ AD2003
- m-[ aDz016
Cl Inker-Sike Transports
/27 Subnets

@ Active Directory Sites and Services (2| Servers 2 objects
E||:| Sites Marne | Domain | Bridgshead | Type | Description |
=[] Default-First-Site-tame 5 a02003 pusat.com E—
- Servers B aDz01a pusat, com Server
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{17}_ Create Zone di server 2016
DNS Manager: AD2016, New Zone

é, DNS Manager — a X

File Action View Help

e nREIXEd=H i 8@

é‘ DNS ‘ Name
v F Ap2016 - -
w [ Forw Configure a DNS Server...
> E.J B Create Default Application Directery Partitions...
vE f New Zone...
: 3 Set Aging/Scavenging for All Zones...
s [ Scavenge Stale Resource Records
» i Update Server Data Files
> L Clear Cache
= R'>ev_5 Launch nslockup
[ Trus Al Tasks >
=1 Con
View >
Delete
Refresh
Export List...
Properties
< Help

Create a new zohe.

server,

¢
& L - ]
File Action View Help
e | HE KRB BRI EE=
» New Zone Wizard X
& QNS Name|
v AD2016 :
é | Forward Lookup Zones CFon Welcome to the New Zone
= R i
> (2] _msdcs.pusat.com %T: Wizard
v 2] pusat.com j Co This wizard helps you create a new zone for your DNS

_msdcs

“IRo

l;_:]For

A zone translates DNS names to related data, such as IP
addresses or network services.

~| DomainDnsZones To continue, dlick Next.

> || ForestDnsZones
Reverse Lookup Zones
Trust Points
Conditional Forwarders

e I [

==

Zone Type: Primary zone , Store the zone in Active Directory

2, DNS Manager - O X
File Action View Help
e amXE b=z BrEl2a=
- New Zone Wizard X
& [ENS MName|
v g AD2016 Clro{  ZoneType
~ || Forward Lookup Zones jReu The DNS server supports various types of zones and storage.
> [2] _msdes.pusat.com O
- Tu
~ [ pusat.com —
e - jCo Select the type of zone you want to create:
> (2] _msdes l_:]R
» [ _sites = o (®) Primary zone
> [ tep & |For Creates a copy of a zone that can be updated directly on this server,
> [ _ud
% _Dor:ainDnsZone‘ OSEmndary one
’ % ’ Creates a copy of a zone that exists on another server. This option helps balance
» [ | ForestDnsZones the processing load of primary servers and provides fault tolerance.
4 Reverse Lookup Zones () 5tub zone
[ Trust Points Creates a copy of a zone containing only Mame Server (NS), Start of Autharity

(504), and possibly glue Host (A) records. A server containing a stub zone is not

| Conditional Forwarders
authoritative for that zone.

[]Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)
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Active Directory Zone Replication: To all DNS servers running on domain controller in this domain:
pusat.com

2 DNS Manager - O X
File  Actien View Help
e nEXEBoz Bl aa=
& MNew Zone Wizard X
i DNS Mame|
A ﬂ AP2016 ﬂFor Active Directory Zone Replication Scope
w [ Forward Lockup Zones ﬂRe\- You can select how you want DNS data replicated throughout your network,
> [2] _msdes.pusat.com O
w |2 pusat.com ™
y [ _msdes j(o Select how you want zone data replicated:
N j _sites <" | R () To all DNS servers running on domain controllers in this forest: pusat.com
- 10
> O s HFW 1] i domai llers in this d
» 5 _udp @To all DNS servers running on domain controllers in this domain: pusat.com
» || DomainDnsZones ) o ) ) N
» [ ForestDnsZones () To all domain contrallers in this domain (for Windows 2000 compatibility): pusat.com
] Reverse Lookup Zones ) o o »
[ Trust Points To all domain controllers specified in the scope of this directory partition:
= Conditional Forwarders -
< Back |I Next = I | Cancel
< >
Forward or Reverse Lookup Zone: Reserver lookup zone
&, DNS Manager - [m} x
File Action View Help
e nE XE 0= HFA 8=
& New Zone Wizard X
i DNS Mame
v |8 APZIHG IFor] Forward or Reverse Lookup Zone
w || Forward Lockup Zones j Red You can use a zone for forward or reverse lookups.
> =] _msdcs.pusat.com jT
~ |2 pusat.com jC’L
» 51 _msdes = RD Select the type of lookup zone you want to create:
> || _sites lc'_[] o (_)Forward lookup zone
> [ tep ] For A forward lookup zone translates DNS names into IP addresses and provides
> 3 _udp information about available network services.
> | DomainDnsZones
> [ ForestDnsZones (®) Reverse lookup zone
1 Reverse Lookup Zones A reverse lookup zone translates IP addresses into DNS names.
7] Trust Points
| Conditional Forwarders
< Back || Mext = I ‘ Cancel
£ >
Reverse Lookup Zone Name: IPv4 Reverse Lookup Zone
2 DNS Manager — O X
File Action View Help
e sEXEDcR Brliam
New Zone Wizard XL
én DNS Namg
v ﬂ AD2016 j Fo Reverse Lookup Zone Name
v [] Forward Lookup Zones j R Areverse lookup zone translates IP addresses into DNS names.
gl

> 2] _msdes.pusat.com il
Tr

Bt t.
v |2 pusatcom Tl

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6

> [2] _msdes “Rol addresses.
v ] _sites CI[
- Fo|
> [ tep . (®) IPv4 Reverse Lookup Zone
> [ _udp
5 j DomainDnsZones OIPuE Reverse Lookup Zone

5 7| ForestDnsZones
| Reverse Lookup Zones
7] Trust Points
"] Conditional Forwarders

< Back ‘I Next > I‘ Cancel
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Network ID: 192.168.1 (network server pusat.com)

é, DNS Manager
File Action View Help

| HEXKE Q| HELEE=

£ DNS
~ 3 AD2016
w || Forward Lookup Zones
> 2] _msdes.pusat.com
v 2] pusat.com
» .zl _msdcs
5 [ _sites
» B _tcp
s [0 _udp
» || DomainDnsZones
» || ForestDnsZones
| Reverse Lookup Zones
| Trust Points
| Cenditicnal Forwarders

Mamg

3Fo
3Re

New Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

jTr
3(30
lﬂRo
EFO

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Network ID:

192 182 1 .

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zera in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

(7) Reverse lockup zone name:
1,168, 192.in-addr.arpa

FSBad | Next> | | cancel

é, DNS Manager
File Action View Help

£ DNS
v 3 AD2016
w || Forward Lookup Zones
> 2] _msdcs.pusat.com
~ |2 pusat.com
> j _msdcs
[ _sites
[ tep
] _udp
[~ DomainDnsZones
> | ForestDnsZones
| Reverse Lookup Zones
| Trust Points
] Conditional Forwarders

Mam

jFD
jRe

e @ XEGE BHREL 2=

— O x
New Zone Wizard X
Dynamic Update
‘fou can spedify that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

jTr
jCo
E]Ro

£ |Fo

Dynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the type of dynamic updates you want to allow:

(®) Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

() Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
& This option is a significant security vulnerability because updates can be
accepted from untrusted sources,

(0) Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

<gace [ mext> | | candl |
3 »
2, DNS Manager = -
File Action View Help
e | @ XREGLQ HBRIEE=
New Zone Wizard %

£, DNS
v 3 AD2016
v (] Forward Lookup Zones
> (] _msdcs.pusat.com
v [Z] pusat.com
> [Z] _msdcs
> _sites
> B tep
> [ _udp
> (2] DomainDnsZones
» || ForestDnsZones
Reverse Lookup Zones
Trust Points
~| Conditional Forwarders

v

Y

Namg
j Fo
:] Ref
ij
j Cq
lﬂ Ro|

| Fol

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
spedified the following settings:

Name:  1.168.192.in-addr.arpa
Type: Active Directory-Integrated Primary
Lookup type: Reverse

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

<Back |[_Fnsh | | cancel

Dynamic Update: Allow only secure dynamic update (recommended for active directory)
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{18} _ Cek FSMO di server ad2016
PowerShell: netdom query fsmo (fsmo masih di ad2003)

E¥ Windows PowerShell

minpusat> netdom query
ad2003.
Domain naming master adz2003.
PDC adz003.
RID pool manager ad2003.

Infrastructure master ad2003.
The command completed successfully.

\adminpusats

{19}_ Replikasi Konfigurasi dari ad2003 Ke ad2016
Active Directory Sites and Services, Sites, Default-First-Site-Name, Servers, AD2003, NTDS Settings:
Replicate configuration from the selected DC.

B Active Directory Sites and Services — O Y

File Action View Help
e HEIXEBeE BEl 2

[HH Active Directory Sites and Services [ad2016.pusat.com] Name
~ [ Sites

From Server From Site Type Description

j;automatlcal\ygener‘.. AD2016 Default-First-5i.. Cennection
| Inter-5ite Transports

~| Subnets
v E Default-First-5ite-Name
~w [ Servers
v 5 AD2003
[ NTDS Settings
hd EI AD201e Replicate configuration from the selected DC

Filf NTDS Settings Replicate configuration to the selected DC

Mew Active Directory Domain Services Cennection...

Find...
MNew >
All Tasks ¥
View >
Delete
Refresh
Export List...
Properties B
Replicates configuration information Help
i
File Action View Help
e @ XEE: Hm 3
[ Active Directory Sites and Services [ad2016.pusat.com)] Mame From Server From Site Type Description
v i SI.tES iidutomatically gener.. AD2016 Default-First-5i... Connection
_| Inter-5ite Transports
| Subnets
w E Default-First-Site-Name
w || Servers
v B AD2003 ) Replicate Now X
" NTDS Settings
v 3 AD2016
[ NTDS Settings
. o Active Directory Domain Services has replicated the connections.
< >
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{20}_ Migrate RID, PDC, Infrastructure from AD2003 to AD2016
Active Directory Users and Computers, pusat.com: Operations Masters...

| Active Directory Users and Computers - m} X
File Action View Help
= = = . e i P
2| nH OBz M 3aETEY
] Active Directary Users and Computers [ad2016.pusat.com] || Name Type Description
’ ? saved Queries 7 Builtin buiti..
v F_:E.ISET:.ICOI'TI | Computers Cont... Default cont...
> || Builtin Delegate Control... L R
s B Compl X | Domain Con... Orga.. Default cont...
s B Dom:il o 1 ForeignSecu... Cont.. Default cont...
> [ Foreigr Ehangeibotar 1 Managed Se... Cont.. Default cont...
5 7 Manag Change Domain Controller... 7 UserPusat Orga...
|57 UserPu Raise domain functional level... 1 Users Cont.. Default cont...
] Users Operations Masters...
New >
All Tasks >
View ¥
Refresh
Export List...
Properties
Help
Domain operations masters

Change RID to ad2016.|:_)usat.com

{
& Active Directory Users and Computers — m} X
Operations Masters ? *
+ File  Action View Help
i -
e 2@ 0(00E B m| f° fc o
] Active Directory Users and Computers [ad201 The operations master manages the allocation of RID poals to other Domain
= . Controllers. Only one server in the domain performs this role
5 || Saved Queries
~ _fj pusat.com
» [ Builtin Operations master:
5 [ Computers |ad2003.pusat.com |
2| Domain Controllers
’ 4 . - To transfer the operations master role to the following
» | ForeignSecurityPrincipals computer, click Change.
» [0 Managed Service Accounts
27 UserPusat |ad2016.pusat.com |
[ Users
Close Cancel
; —
: Active Directory Users and Computers - O x
Operations Masters ? x

t File Action View Help

e nE O|E G Bm| R P e
| L

| Active Directory Users and Computers [ad201¢  The operations master manages the allacation of RID pools to other Domain
Controllers. Only one server in the domain performs this role

5[] Saved Queries
v _fj pusat.com

> | Builtin Operations master:

» [7] Computers ‘adZDDS.pusat.com

» (2] Domain Controllers
% To transfer the operations master role to the following e

» || ForeignSecurityPrincipals ETTi GG AT ge...

» [] Managed Service Accounts
2] UserPusat ‘adZD'IG.pusat.com ‘
] Users

Active Directory Demain Services

| . Areyou sure you want to transfer the operations master role?

Close Cancel
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& Active Directory Users and Computers O X
Operations Masters 7 x
File Action View Help
wep| 7T B E G| HE| R P infasuctre
j Active Directory Users and Computers [ad201 The operations master manages the allocation of RID poals to other Domain
5 [ Saved Queries Controllers. Only one server in the domain performs this role.
w §§ pusat.com
5 [ Builtin Operations master:
5 [7] Computers |3d2015DU531 com |
‘| Domain Controll
’ E orr!aln on .m e.rs . To transfer the operations master role to the following
5 [ ] ForeignSecurityPrincipals computer, click Change.
> ] Managed Service Accounts
|21 UserPusat |ad2016.pusai com |
] Users
Active Directory Domain Services X
o The operations master role was successfully transferred.
Change PDC to ad2016.pusat.com
j Active Directory Users and Computers O X
Operations Masters ? X
File Action View Help
Lol AR:1 - (N=NNERCERETN 7| G FOC [t
j Active Directory Users and Computers [ad201 The operations master emulates the functions of a pimary Domain Cortroller
s [ Saved Queries (PDC) for pre-Windows 2000 clients. Only one server in the domain performs
this role
w ﬁ pusat.com
5 [ Builtin Operations master
> [ Computers ‘adZNG.pusat.com |
" Domain Controll
’ E omain o .ro e.rs . To transfer the operations master role to the following
5 [ ] ForeignSecurityPrincipals computer, click Change.
5 [ Managed Service Accounts
|57 UserPusat ‘ad?{ﬂﬁ pusat.com |
] Users
Close Cancel
Change Infrastructure to ad2016.pusat.com
j Active Directory Users and Computers [m] X
Operations Masters ? X
File Action View Help
«szE 00656 RO Foc | it
j Active Directory Users and Computers [ad201 The infrastructure master ensures consistency of objects for inter-domain
s [5] Saved Queries operations. Only one server in the domain performs this role
v ﬁi pusat.com
> [ Builtin Operations master:
s [] Computers |ad2016.pusat.com ‘
> 2| Demain Controllers
. To transfer the operati ster role to the followi
> & Managed Service Accounts
2 UserPusat |ad2016.pusat.cam ‘
| Users
— Activat
G tn ot

February 9, 2021 25




Upgrade Domain Controller From Server 2003 To Server 2016 | Ical RedHat

{21} _ Cek FSMO di server ad2016
PowerShell: netdom query fsmo
(PDC, RID pool manager, Infrastructure master sudah di ad2016.pusat.com)

EN Windows PowerShell

= netq

Domain naming master

PDC

RID pool manager
Infrastructure master

The command completed succes

mas
Domain naming master
PDC
RID pool manager
Infrastructure master
The command completed succes

zershadminpus

{22}_ Migrate Domain Namin

Active Directory Domain and Trusts [ad2016.pusat.com] , Operatios Master...

om query Tsmo
adz2003.
adz2003.
adz2003.
adz2003.
ad2003
stully.

ad2003.
adz2003.
ad2016.
ad2016.
ad2016. pusat. com
stully.

g Master from AD2003 to AD2016

Operations Master...

Raise Forest Functional Level...
View

Refresh

Export List...

Properties

Help

S Active Directory Domains and Trusts - m} X
File Action View Help
2| Ec=H
% Active Directory Domains and Trusts [ ad2016.pusat.com ] ” Mame Tvoe Actions
9 pusst.com Change Forest... mainDNS Active Directory Domains and Trusts [ ad2.. &

Change Active Directory Domain Controller...

Maore Actions

Transfer the operations master role to a different computer

Change Domain Naming to ad2016.pusat.com

E

File Action View Help
=B E G HE

The domain naming operations master ensures that domain names are
unique. Only one Active Directory Domain Controller in the erterprise
performs this role.

Domain naming operations master:

£ Active Directory Domains and Trusts [ ad2016.pusat.com | Mame Type Actions
5 )
4 pusat.com [ pusat.com domainDNS Active Directory Domains and Trusts [ ad2.. &
| More Actions
Operations Master X

‘adZﬂﬂS.pusat.cum

To transfer the domain naming master role to the

Ch
following computer, click Change ange

‘adzmﬁ.pusat.:om
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|&
File Action View Help

o= |FE = HE

Dlomain naming operations master.

‘adZﬂ]E.pusat.com |

To transfer the domain naming master role to the

following computer, click Change: Changs...

‘adZNG.pusat.com |

% }?‘\ctwe Directory Domains and Trusts [ ad2016.pusat.com ] Mame Type Actions
£ pusat.com [Lrtpusat‘com domainDNS Active Directory Domains and Trusts [ ad2., =
More Actions
The domain naming operations master ensures that domain names are
unigue. Only one Active Directory Domain Controller in the enterprise
pesfoms this role Active Directory Domains and Trusts X

o The operations master was successfully transferred,

Close

{23}_ Cek FSMO di server ad2016
PowerShell: netdom query fsmo

(PDC, RID pool manager, Infrastructure master, Domain Naming master sudah di ad2016.pusat.com)

EN Windows PowerShell

mlnpusat> netdom query tTsmo

ad2003 5

Domain naming master ad2003.
PDC ad2003.
RID pool manager ad2003.

Infrastructure master ad2003. pusat. com

he command completed successfullw.

Adminpusat> netdom query fsmo

ad2003 5

Domain naming master ad2003.
PDC ad2016.
RID pool manager ad2016.

Infrastructure master ad?016. pusat. com

he command completed successfullw.

Adminpusat> netdom query fsmo

ad2003 5

Domain naming master ad2016.
PDC ad2016.
RID pool manager ad2016. pus
Infrastructure master ad?016. pusat. com
he command completed successfullw.

.adminpusat= _

{24}_ Migrate Schema Master from AD2003 to AD2016
Run (administrative privileges): regsvr32 schmmgmt.dll

4 Run

=7  Typethe name of a program, folder, document, or Internet

= resource, and Windows will open it for you,

Cpen: | regsvr32 schmmgmt.dl| w

% This task will be created with administrative privileges.

Cancel Browse...

bt

RegSwr32 x

o DlIRegisterServer in schmmgmt.dil succeeded.

oK

February 9, 2021



Upgrade Domain Controller From Server 2003 To Server 2016 | Ical RedHat

Run: mmc (Microsoft Management Console)

= Run *

=7 Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: | mmc v

% This task will be created with administrative privileges.

Cancel Browse...

Microsoft Management Console, File, Add/Remove Snap-in...

% Consolel - [Console Root] — [m] x
ﬁ File Action View Favorites Window Help - & %
L Mew Ctrl+N
= Open... Ctrl+ 0 Actions
Save Ctrl+5
There are no items to show in this view. ogieRoct -
Save As... '
More Actions 4
Add/Remove Snap-in... Ctrl+M
Options...
Recent File
Exit
Enables you to add snap-ins to or remove them from the snap-in consale.
Add: Active Directory Schema , OK
ﬁ Consolel - [Console Root] — [m] X
ﬁ File Action Add or Remove Snap-ins ps _ e x

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

7 Console Root

Available snap-ins: Selected snap-ins:
-
Snapn Ve ™ [ Consale Roat Edit Extensions. ..
T Active Directory Schema 3

Achue Directory Domains and Trusts ~ Mi s

Active Direct chema Mi
ﬁﬂ Active Directory Sites and Services Mi
] Active Directory Users and Computers  Mi Maove Up
=1 Activex Contral Mi n

. love Down

[ ADs1 Edit Mi Addo
i 4 Authorization Manager Mi
Lll Certificates Mi
& Component Services Mi
;kJCﬂmpuher Management Mi
HDEVICE Manager Mi

Disk Management Mi,
<10 1y Advanced...

Description:

View and edit the Active Directory Schema

o
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Active Directory Schema [ad2003.pusat.com] : Change Active Directory Domain Controller...

ﬁ Consele! - [Console Root\Active Directory Schema [ad2003 pusat.com]] — O x

E File Action View Favorites Window Help
e« nFE = H

- 8 x

| Console Root Mame Actions
~ (2 Active Directory Schema [ad2003.pusat.com] || 7= -\ . Active Directory Schema [ad2003.pusatcom] &
> [1 Classes Change Active Directory Damain Controller.., "
7 Attributes More Actions »
Connect to Schema Operations Master
Operations Master...
Permissions...

Reload the Schema

View >
New Window from Here

New Taskpad View...

Refresh
Export List...

Help

Select a different Active Directory Domain Controller

The Domain Controller or AD LDC Instance: ad2016.pusat.com
Status unavailable karena ipv6 disable

ﬁ Consolel - [Console Root\Active Directory Schema [ad2!

.com]] - O x
& File Action View Fpuorites  Window  Heln

- 8 X
& $| ) ‘ FIEY Change Directory Server X
] Console Root Cumert Directory Server.
v 2 A_niue Directory Schel 22003 pusat.com lema [ad2003.pusat.com]
» ] Classes
[ Attributes Change to: 4
() Any writable Domain Controller
(®) This Domain Controller or AD LDS instance
Look in this domain pusat.com v
Name Site DC Type DC Version  Status
<Type a Directory Server name[;port] here>
ad2003 pusat.com Default-First-Site-Name W2K3 Online
3d2016 pusat.com i ame Windows... Unavailable
e [
Active Directory Schema [ad2003.pusat.com] : Operations Master...
Consolel - [Console Root\Active Directory Schema [ad2016.pusat.com]] - [m] *
[& File Action View Favorites Window Help -8 x

L ARl <Ny
7] Console Root H
v 3 Active Directory Schema [ad2016.pusat.com] .

> [ Classes Change Active Directory Domain Controller...
|| Attributes

MName Actions

Active Directory Schema [ad2016.pusat.com] &

) More Actions »
Connect to Schema Operations Master

Operations Master...

Permissions...

Reload the Schema

View >

New Window from Here
New Taskpad View...

Refresh
Export List...

Help

Change the Operations Master
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Change Schema master to ad2016.pusat.com

F="

& File Action View Favorites Window Help -8 x

e nEl =z HE

| Console Root Name Actions

~ |eReInE e pScRemalet IBISSEEOD || G Closses Active Directory Schema [ad2016,pusat.com] &
| Classes I Attribut
| Attributes - Attributes More Actions »
Change Schema Master b4

The schema master manages modiications to the schema. Only one
server in the enterprise performs this role

Curmert schema master (orlins)

|ad2ﬂﬂ3 pusat.com ‘

To transfer the schema master role to the targeted
schema FSMO holder below, click Change

[ac2016 pusat com |

Change

File Action View Favorites Window Help el x
Rt AR 1lzo [ RERERY |
~| Console Root Name Actions
~ a Active Directory Schema [ad2016.pusat.com] I Classes Active Directory Schema [ad2016.pusat.com] =
7 Classes | Attribut
“| Attributes - Attributes More Actions »

The schema master manages medifications to the schema. Only one
server in the enterprise performs this role. Active Directory Schema x

Current schema master (online):
[sd2016 pusat com |

| Operations Master successfully transferred.

To transfer the schema master role to the targeted
schema FSMO helder below, click Change.

[2d2016 pusat com | _
[ oc ]

Changs

Close Help

{25}_ Cek FSMO di server ad2016

PowerShell: netdom query fsmo

(PDC, RID pool manager, Infrastructure master, Domain Naming master, Schema master sudah di
ad2016.pusat.com) fsmo sudah berhasil di migrate ke ad2016 (windows server 2016)

EN Windows PowerShell

manager
ructure master
and completed s

adminpusats

manager
cture master
and completed

adminpusat>
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{26}_ Demote Role Active Directory dari server 2003
Active Directory Sites and Services: AD2003, NTDS Settings, Properties

[F¥ Active Directory Sites and Services o |EI|1|
ﬁ File  Action View ‘Window Help | -Iﬁllﬂ
e am e XFRBE| 2

@ Active Directory Sites and Services [ad2003.pusat.com] | Servers 2 objects

ED Sites Mame I Daomain | Bridgehead I Tvpe | Description |
’ B apzoo3  pusat.com Server
B AD2016  pusat.com Server

Mew Active Direckory Connection

(2 Inter-Site Transports
-] Subrets

e 3
Al Tasks 3

Mew Window from Here

Delete
Refresh

Help |

|Opens property sheet for the current selection. | |

Uncheck Global Catalog
Active Directory Sites and Services ﬂil

Action  Wiew ‘Window Help

General | Connectionsl Dbiec:tl Securityl

s AEeXERE[2
ﬁ Active Direckary Sikes and Services [ad2003, pusat, com] gﬂ} NTDS Settings
= sites
E| Def ault-First-Site-Mame
- B servers Description: I
=-§ aDzo03
LB NTDS Settings Query Palicy: | =]
[ = Y
D Inter-Site Tramsports DMS Alias: IESEC?CE'I-25F5-4395-9E?F-DBDE32?49?D4._msdcs.p

#-(Z] Subrets

The amount of time it will take to publizh the Global Catalog waries
depending on your replication topology.

| ] I Cancel Apply

Hapus Role Active Directory

Run 2 x|

= Type the name of a program, Folder, docurment, ar
5 Internet resource, and Windows will open it Far you,

CIpen; I dcpromo j

K I Zancel | Browse, ., |
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Active Directory Installation Wizard =l

Welcome to the Active Directory
Installation Wizard

Thiz computer is already an Active Directory domain
controller. Y'ou can uze this wizard to remove Active
Directory services on this domain contraller.

If you remove Active Directory, this computer will becaome a
standalone or domain member server,

To continue, click Nest.

< Back:

Pastikan Uncheck
x

Remove Active Directory /
Indicate whether thiz is the lazt domain controller in the dormain.

Removing Active Directory converts this domain controller to a member server. Or, if this
iz the lazt domain contraller in the domain, it will become a standalone sarver.

[ This server is the last domain contraller in the domairé

& After pou remove Active Directony from the last domain controller in the domain,
the domain no longer erists, which means that:

Computers that belong to this domain cannot log onto the domain or access any
domain services.

All user accounts in thiz domain will be deleted.

All eryptographic keys will be deleted and should be exported before continuing.

All enciypted data, such as EFS-enciypted files or e-mail, should be decrypted
betare continuing or it will be permanently inaccessible.

< Back I Hewt » I Cancel |

Masukan password administrator windows server 2003 yang baru

Active Directory Installation Wizard |

Adminiztrator Password !
Specify an Administrator passward.

Type the paszword to be aszigned to the server Administrator account.

Mews Administrator Paszward: I"""""

Confirm pazsword: quuuu

< Back I Heut » I Cancel
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Active Directory Installation Wizard |

Summary
Rewiew and confirm the opliong pou selected,

You choze to;
Remaove Active Directary frarm this computer. d

hen the process i complete, thiz server will be a member of the domain
pusat.cnn‘l

[]

To change an option, click Back. Ta begin the operation, click MNext.

< Back I Hewt » I Cancel |
Active Directory Installation Wizard x|

Summary m
HE‘\"if’“' mamd mmimFieme blem b im0 sl b

Active Directory Installation Wizard

The wizard iz configuning Active Directom, This process can take several minutes o

ﬁou & conziderably longer, depending on the options vou have selected,
emi
he
puzal
Active Directory successfully transferred the remaining data in directory partition
DC=ForestDnsones, D C=puzat, DC=com to domain contraller Y4ad207 6 puzat. conn.
Tock

< Back | Hewt » | Cancel |I

Jika Error , ganti dns server windows server 2003 dengan ip server 2016
IE

el | Support
o | |
cal Area Connection Propertie: A2lx

Active Directory Installation Wizard

Summary
Riervipas: el momfien Hoc ctinu sioes aolostocd
Active Directory Installation Wizard ol | uthentizaion | Advanced|
woue Thewizardis configuing Active Directory. This process can take severl minles a1 ) |
e considerably onge, depending on the optons you have selected Ty —— 2] x|
hel Ml Active Directory Installation Wizard x| | |
pusal
The operation Failed because: lan get IP settings assigned automatically i your network supparts
lapability, Otherwise, you need to ask your network administrator
Failed ko corfigure the service NETLOGON a5 requested & appropriate 1P settings.
“The wait aperation timed out.” Obtain an IP address automatically
Use the Follawing IP address:
laddress: 192 168, 1 . 2
Toct bnet mask: 255,255 . 255 . O
It gateway: 192 168, L . 1

Next > Cancel

Obtain DS server address automatically

Usg the Follawing DhS server addresses:
Preferred DNS server: 127,00 .0 1

Alternate DNS server: 192 168 . 1 . S

Adyanced. .
0K Cancel
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Proses demote selesai dan harus restart server. Kemudian matikan windows server 2003
Active Directory Installation Wizard P

Completing the Active Directory
Installation Wizard

ctive Directory waz removed from this computer. ;l

To clase this wizard, click Finish. Active Directory Installation Wizard |

YWindows must be restarted before the changes made by the Active
Directory Installation wizard take effect.

¢ Back I Firizh I [Eanzel

{27}_ Ganti IP Windows Server 2016
Ganti menjadi 192.168.1.2

Dion't Bestart Mow

4~ i > ControlPanel » Networkand Intemet > Network and Sharing Center «|& | Search Control Panel »
View your basic network information and set up connections
Control Panel Home S
View your active networks | 9
Change adapter settings
Network Connection Detsils % | | Netwark Connection Details X
Change advanced sharing pusat.com |
settings Domain network Network Connection Detais Network Cornection Detals
Propety Value Froperty Value
Change your networking sel | | Connection spacfic DN || | connectonspeotic on
S — ntel(R) PRO/1000 MT Desktop Adapter Description ntel(R) PRO/1000 MT Deskiop Adapter
N - Physical Address 08-00-2748-FD-E4 | | Prysical Address 08002748 FD-E4
Setupabroadbar | | e Frapieg No | | | DHCP Enabled No
1Py Address 19216815 1Py4 Addross 15216812
S| Troubleshoot prel | | .z gbnet Maskc 255265 2550 (| | 1Pa Subnet Mask 255.255.255.0
Diagnoseand rep, | | IPys Defauk Gateway ~ 192.168.1.1 P4 Defatt Gateway  192.162.1.1
1Pv4 DIS Servers 19216212 '| | 1Pva ONS Server 182.168.1.1
192.168.1.1 1Py4 WINS Server
1Py4 WINS Server NetBIOS over Tepip En... Yes
NetBIOS over Tepip En... Yes
< > < >
Seealso <
Inermet pticns
Windows Firewall ‘

{28}_ Install .NET Framework 2.0 Windows Server 2016
Insert dvd installer windows server 2016, bukan cmd (administrator)
Dism /online /enable-feature /featurename:NetFx3 /Source:D:\sources\sxs

EX Administrator: Command Prompt

- [m] =

USAT>dism fonline

nd Man. ent tool

Install sqlexpress 2005 (require .NET Framework 2.0)
Microsoft SOL Server 2005 Setup .

The Microsoft .Net Framework 2.0 is not installed. Please install before running
setup.
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{29}_ Install Microsoft SQLexpress 2005

| = Application Tools ~ admt32 + sqlex2005 - ] X
Home Share View Manage v o
&« v # ThisPC » Downloads » admt32 + sqlex2005 v O Search admt32 + sqlex2003 o
Name Date modified Type Size
7 Quick access
[ admtsetup32 1/ 21 201 PM Application 4209 KB
& ThisPC i3 pwdmig 1 :02PM  Windows Installer Package 636 KB
[ Desktop [ SQLEXPR AL 205 0k i 56,049 KB
Decuments Cpes
3 Downlosds ¥ Run as administrator
. Troubleshoot compatibility
b Music
Pin to Start
Pict
= Pictures £ Scan with Windows Defender...
B videos

‘s Local Disk (C:)
i CD Drive (D:) SS5_%1
= Programs (\\Box5:

Share with
Pin to taskbar

Restore previous versions

Send to

dNetwork
- Cut
Copy
Create shortcut
Delete
Rename
Jitems  1item selected 54.7 MB A= Iil
[l Microsoft SQL Server 2005 Setup X
End User License Agreement
| |
MICROSOFT SCOFTWARE LICENSE TERMS ~
MICREOSOFT SQL SERVEER 2005 EXPRESS EDITION SEREVICE
PACK 3
Thesze licen=e terms are an agreement betweesn
Hicrosoft Corporation (or based on where you
live, one of it=s affiliates) and vou. FPlease
read them. Thev apply to the =of tware named
above, which includes the media on which you
received it. if any. The terms also apply to anvy
Hicrosoft
* ypdates,
* =supplements,
# Internet-based services, and
* support services W
¥ | accept the licensing terms and conditions
Prirtt Mest = Cancel
[l Microsoft SOL Server 2005 Setup H
Installing Prerequisites
Installs software components required prior to installing SQL
Server. |

SQL Server Component Update wil install the following components
reguired for SQL Server Setup:

Microsoft SQL Native Client
Microsoft SQL Server 2005 Setup Support Files

Click Install to continue.

Install I Cancel
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Microsoft SQL Server 2005 Setup X

Installing Prerequisites
Installs software components required prior to installing SQL
Server.

| |
SQL Server Component Update will install the following components
required for SQL Server Setup:
¥ Microsoft SQL Mative Client
¥ Microsoft SQL Server 2005 Setup Support Files
The required components were installed successfully.
|
Mesdt = Cancel |
5 Micrasoft SQL Server 2005 Setup X
» Welcome to the Microsoft SQL
Serverlinstallation Wizard
Setup will help you install, medify or remove Microsoft
5QL Server. To continue, elick Next.
Beck [ Next> Cancel
5! Microsoft SOL Server 2005 Setup *
System Configuration
nizit while the system is checked for potential installation
problems.
- |
13 Total 0 Error
@ Success 12 Success 1 Wwarning
Details:
_I Action | Status | Message | ~
@ Minimum Hardware Requirement Success
@ Pending Reboot Requirement Success
@ Default Installation Path Permission Re...  Success
@ Intemet Explorer Requirement Success
@ COM Plus Catalog Requirement Success
M ASP.Met Version Registration Require...  Waming Messages...
@ Minimum MOAC Version Requirement Success
@ Edition Change Check Success
W

Filter vl Stop | Report vl

Help | Mext =
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ﬁ Microsoft SOL Server 2003 Express Edition Setup X
Registration Information
The following infermation will personalize your installation.
o il
The Mame field must be filled in prior to proceeding. The Company field is optional.
Mame:
Company:
Hide advanced configuration options
Help < Back Cancel
ﬁ Microsoft SOL Server 2005 Express Edition Setup X
Feature Selection
Select the program features you want installed,
| S |

Click an icon in the following list to change how a feature is installed.

Client Companents

Feature description
M Installs the SQL Server Database

Engine, tools for managing relational

¥ - | Connectivity Components and XML data, and replication.
¥+ | Software Development Kit

This feature requires 126 MBE on your
hard drive. It has 2 of 3 subfeatures
selected, The subfeatures require 100
MB on your hard drive.

Installation path

c:\Program Files (x86) \Microsoft SQL Server) Browse...
Disk Cost...
Help < Back Cancel
ﬂ Microsoft SOL Server 2005 Express Edition Setup X

Authentication Mode

The authentication mode specifies the security used when
connecting to SQL Server,

Select the authentication mode to use for this installation.

(® Windows Authentication Mode

() Mized Mode (Windows Authentication and SQL Server Authentication)

Spedfy the sa logon password below:

Enter passwaord:

Confirm password:

Help < Back Cancel
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15 Microsoft SOL Server 2005 Express Edition Setup X

Configuration Options
Configure user and administrator accounts

> |

Enable User Instances
This option enables users without administrator permissions to run a separate
instance of the 5QL Server Express Database Engine.
[] add user to the SQL Server Administrator role
This option adds the user who is running the SQL Server Express installation program
to the SQL Server System Administrator role. By default, users on Microsoft Windows
Vista operating system are not members of the SQL Server System Administrator role.

Help < Back Cancel

15 Microsoft SOL Server 2005 Express Edition Setup X
Error and Usage Report Settings

Help Microsoft improve some of the SQL Server 2005 components
and services. i

Automatically send Error reports for SQL Server 2005 to Microsoft or your corporate error

0 reporting server. Error reports indude information regarding the condition of SQL Server
2005 when an error occurred, your hardware configuration and other data. Error reports
may unintentionally indude personal information, which will not be used by Microsoft,

Automatically send Feature Usage data for SQL Server 2005 to Microsoft, Usage data
[indudes anonymous information about your hardware configuration and how you use our
software and services.

By installing Microsoft SQL Server 2005, SQL Server and its components will be configured to
automatically send fatal service error reports to Microsoft or a Corperate Error Reporting
Server, Microsoft uses error reports to improve SQL Server functionality, and treats all
information as confidential.

Help < Back Cancel

ﬁ Microsoft SOL Server 2003 Express Edition Setup X

Ready to Install
Setup is ready to begin installation.
> |

Setup has enough information to start copying the program files. To proceed, dick Install. To
change any of your installation settings, dick Back. To exit setup, dick Cancel.

The following components will be installed:

. SQL Server Database Services
(Database Services)

Help < Back Cancel
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Microsoft SQL Server 2005 Setup X
Setup Progress
The selected components are being configured
|
Product | status |
(%501 setup Support Files Setup finished
(501 Mative Client Setup finished
(501 vss Writer Setup finished
@SOL Server Database Services Setup finished |
<< Back Next = Cancel
Microsoft SOL Server 2003 Setup =
Completing Microsoft SQL Server 2005 Setup
Setup has finished configuration of Microsoft SQL Server 2005
|

Refer to the setup error logs for information describing any failure{s) that occurred during
setup. Click Finish to exit the installation wizard.

Summary Log

To minimize the server surface area of SQL Server 2005, some features and services are
disabled by default for new installations. To configure the surface area of SQL Server, use the

Surface Area Configuration tool.

Configuring and Managing SAQL Server ~
Express
*  Forimproved manageability and security, SQL

Server 2005 provides more control over the SQL

Server surface area on your system. To minimize

the surface area, the following default

configurations have been applied to your

instance of SAL server:

o TCRIIP connections are dizabled

- Blmmm md Dmmm im Alm= bl A

{30}_ Install Active Directory Migration Tool 3.

= Application Tools  admt32 + sqlex2005 — [m] he
Home Share View Manage - @

L

4~ » ThisPC > Downloads > admt32 + sqlex2005 v O [ Searchadmtz2 + sqle200s 0
Name Date modified Type Size
s Quick sccess
[ admsetup32 o 4200KB
I This PC B pwdmig B age 536 KB

I Deskiop [3 SQLEXPR L) B i 56,04 KB

o . Troubleshoot compatibility
ocuments

& Download Pin to Start
) s E Scan with Windows Defender...
Music
[&] Pictures Share with 5
B vid Pin to taskbar
ideos

Restore previous versions

i Local Disk (C:)

& CD Drive (D2 Virtua sendte >

= Programs (\VBoxS: Ccut
Copy

Network
¥ Networ Paste
Create shortcut
Delete
Rename
Properties
3items 1 item selected 4.10 M8
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Active Directory Migration Teol Installation Wizard >

Welcome to the Active Directory
Migration Tool Installation

Before you install, you must set up a SQL Server database
instance to be used by the Active Directory Migration Toal.

L 3 We recommend that you install SQL Server 2005 Express
Edition with SP3 or later or SQL Server 2008 Express
Edition with SP1 or later,

Download SOL Server Express Edition

We also recommend that you:
- Back up your system
- Close all open programs

To complete this installation, Windows might require
restarting after you finish this wizard. To continue, dick
Mext.

< Back Cancel Help

Active Directory Migration Tool Installation Wizard X

License Agreement ‘_["_-.-j

Please read the following license agreement. To continue with setup, you must accept the
agreement. For future reference, you may print the text of the EULA by copying the contents
from the text box containing the EULA into an editor such as Microsoft Word or Notepad. You
may also receive a copy of this EULA by contacting the Microsoft subsidiary serving your
country or write: Microsoft Sales Information Center fOne Microsoft Way/Redmond, Wa
98052-6359.

MICROSOFT SOFTWARE LICEMNSE TERMS ~
MICROSOFT ACTIVE DIRECTORY MIGRATION TOOL w3.2

These license terms are an agreement between Microsoft Corporation (or based on

where you live, one of itz affiiates) and you. Please read them. They apply to the

software named above, which indudes the media on which you received it, if any. The
terms also apply to any Microsoft

* updates,
* supplements, w
@ I Agree OI Do Mot Agree
< Back Cancel Help
Active Directory Migration Teol Installation Wizard >

Customer Experience Improvement Program f“-—:’ I

We invite you to join our Customer Experience Improvement Program to improve the
quality, reliability, and performance of the Active Directory Migration Tool (ADMT).

The program collects information about your hardware configuration and how you use
our software and services without interrupting you. This helps Microsoft identify
which ADMT features to improve. MNo information collected is used to identify or
contact you,

Re

2 Proarane

O Join the Customer Experience Improvement Program

(®) I don't want to join the program at this time

< Back Cancel Help
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ASQLEXPRESS

Active Directory Migration Tool Installation Wizard X

Database Selection

Please specfy which database instance you would like to connect to. You can specify a
locally installed SQL Server Express Edition or a remote or local SQL Server installation.
If you spedfy SQL Express, the instance name is SQLEXPRESS by default and you may
specify \SQLEXPRESS or <server=\SQLEXPRESS.

Database (Server\Instance):
| \SQLEXPRESS]|

If a connection can be established we will attempt to installjupgrade ADMT database on
the spedified instance in the subsequent pages.

< Back || MNext = || Cancel | | Help

Active Directory Migration Tool Installation Wizard X

Configuring C

Please wait while Setup configures ADMT. This may take several minutes, depending
on the components being installed.

Status: Installing Active Directory Migration Tool Version 3.2 ...

< Back Mext = Cancel Help

Active Directory Migration Tool Installation Wizard X

Database Import

You can optionally import data from an existing ADMT v3.0 or v3. 1 database.

Do you wish to import data from an ADMT v3.0 or v3. 1 database?

(®) Mo, do not import data from an existing database (Default)
() Yes, import data from an existing ADMT v3.0 or ADMT v3.1 database

Browse...

The ADMT +3.0 database file has to be detached From the previous A0MT +3.0 and S0L
Server Deskbop Edition (Windows) instance by using S0L commands,

Click Help For more details,

The ADMT v3.1 database file has to be detached from the previous ADMT v3,1 and S0L
Server 2005 Express Edition by using SOL commands,

Click Help For more details.

< Back Cancel
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Active Directory Migration Tool Installation Wizard

The Active Directory Migration Tool Version 3.2 has been
successfully installed.

>

Installation Path: C:\Windows\ADMT

Database: SQL Server Express Edition

Database Version: 6.0

Installation Log: C:\Windows\ADMT\Logs\admtsetup.log
Release Motes: C:\Windows\ADMT readme. doc

« Back Cancel Help

{31}_ Cek domain functional level
Cek Domain functional level server 2008

B Active Directory Users and Computers

File Acton View Help

—iojx|

&= Hma BBt e 57 2%

j Active Directory Users and Comput | Name | Type | Description |
[ saved Queries [ Builtin builtnDomain
= 3 cabang.com [ Comnuters Container

7 Nefa i cntainer for ...
[ Builtin Raise domain functional level

& After you raise the domain functional level. it is possible that you may not be able to
reverse it. For more information on domain functional levels, click Help.

Raise Cancel Help

X
] Computers _I
[ Domain Controllers Domain name:
[] ForeignSecurityPrincipals cabang.com
] Managed Service Account
[=] & UserCabang Cumrent domain functional level:
Admin Cabang Windows Server 2003
User Cabang 1
User Cabang 2
] Users Select an available domain functional level
I‘Mndows Server 2008 ﬂ

Active Directory Users and Computers, cabang.com: Raise domain functional level (pastikan sama)
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Cek Domain functional level server 2016

Active Directory Users and Computers, pusat.com: Raise domain functional level (pastikan sama)

& Active Directory Users and Computers — O X
File Action View Help
= E = = | R g, e .
ol ] e =RAENERETN 7 ol W =
: Active Directory Users and Computers [ad2016.pusat.com] MName Type Description
L] Soved Queries 7 Builtin builtinDomain
v fj pusat.com e
» [] Builtin Raise domain functional level x [nerforup..
. iner for do...
[ Computers !"‘E’ or do.
=] Domain Controllers Domain name iner for sec...

| ForeignSecurityPring Pusat.com iner for ma...
] Managed Service Ac|

(2] UserPusat
] Users Windows Server 2003

>
>
>
>

Current domain functional level: iner for up...

Select an available domain functional level:

Windows Server 2008 v

/iy After you raise the domain functional level, it is possible that you may not be able to
~ reverse it. For more information on domain functional levels, click Help.

G [

{32} _ cek Forest functional level
Cek Forest functional level server 2008

Active Directory Domain and Trusts: Raise forest functional level
=lojx]

File Action View Hep

A E=EREEIN]

25, Active Directory Domains and Trusts [ | Name [ Type | Actions
i cabang.com ]

%) cabang.com domainDNS

Active Directory Domainsand ...

More Actions
Raise forest functional level x|
Forest name:

cabang com

Current forest functional level
Windoy )03

Window

Select an avalable forest functional level:
\indows Server 2008 =1

v Mfter you raise the forest functional level. it is possible that you may not be able to
~ reverse it. For more information on forest functional levels, click Help.

Raise Cancel Heb

K i

Cek Forest functional level server 2016
Active Directory Domain and Trusts: Raise forest functional level

g3l Active Directary Domains and Trusts

- m] X
File Action View Help
e=|mEa=H
=z Active Directory Domains and Trust|| Name Type Actions
7 pusateom (1 pusat.com domainDNS Active Directory Domains and Trusts [ ad2.. «
Roaise forest functional level x Mare Actions 4
Forest name:
pusat com
Current forest functional level:
Windows Server 2003
Select an available forest functional level
Windaws Server 2008 ~
i, After you raise the forest functional level, it is possible that you may nat be able to
™ reverse it. For more information on forest funcional levels, click Help.
Gt | [
< >

February 9, 2021



Upgrade Domain Controller From Server 2003 To Server 2016 | Ical RedHat

{33}_ Cek objects (user, group, komputer) di 2008 yang akan di migrate ke 2016
I

Fle Action \View Help

AN EREE N el N A=l

: Active Directory Users and Computers [ad2008.cabang. com] Mame I Type | Description |
J Saved Queries S Admin Cabang User
= fﬂ gbang.mm %GroupCabang Security Group - Global
% Builtin 1% pc-cabang Computer
sl Computers ,5 User Cabang 1 User
Q_ Damain Controllers é} User Cabang 2 User
|| ForeignSecurityPrincipals
|| Managed Service Accounts
2| UserCabang
] Users

| |
{34}_ Create Organizational Unit di server 2016
Active Directory Users and Computers: pusat.com, New, Organizational Unit: UserCabang

| Active Directory Users and Computers - [m] x
File Action View Help
=2 a@o0/0uz BRI eETES
] Active Directory Users and Computers [ad2016.pusat.com] Name Type Description
’ ? Saved Queries [ Builtin builtinDemain
v ;:jfjsat..ct).m = Computers Container Default container for up...
» || Builtin Delegate Control... . R L
= 2] Domain Contr... Organizational... Default container for do...
> [ Compt Find... - - )
s B Domai ) J ForeignSecuri... Container Default container for sec...
> [ Foreige Change Domain... "] Managed Serv... Container Default container for ma...
» [ Manag Change Domain Controller... % UserPusat Organizational...
27 UserPu Raise domain functional level... 1 Users Container Default container for up...
] Users Operations Masters...
New ¥ Computer
All Tasks > Contact
View > Ereun
InetOrgPerson
it msD5-ShadowPrincipalContainer
vl (e mslmaging-PSPs
Properties MSMQ Queue Alias
Help Organizational Unit
Printer
User
Shared Folder
Create a new object...

] Active Directory Users and Computers - m} X
File Action View Help

2| rE4JEHXEBOE HEI 2 eETESR

| Active Directory Users and Computers [ad2016.pusat.com] Mame Type Description
» [ Saved Queries
v _fj pusat.com There are no itemns to show in this view.
» [ Builtin
> |1 Computers
» 2] Domain Coentrollers
» || ForeignSecurityPrincipals
» [ Managed Service Accounts
2] UserPusat
[ Users
15| UserCabang
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{35}_ Forwarder Domain server 2008

DNS Manager: AD2008, cabang.com, Forwarders: 192.168.1.2 (ip server 2016)

nager =10] x|
F2 fEm U5 KED : 2]
LG EIEEN ISIERERE

= — —— — .
&, DNS Name Edit Forwarders

x|
= AD2008 [ Forward Loaks
[=) (] Forward Lookup Zones [ Reverse Looki P s

(2] _msdcs.cabang.com | conditional Fc

cabang.com [ Global Logs
[Z] _msdes |£| Root Hints

[ it LI
= sites 7
B o Forwarders —
[ _udp —I’

] DomainbnsZones

] ForestDrsZanes
[= [ Reverse Lookup Zones

[Z] 2.168.192.in-addr.arpa
] Conditional Forwarders
Global Logs

Delete I

Mumber of seconds before forward queries time out: | 3

The server FQDN will not be available if the appropriate reverse lookup zones and entries are not

| Do |
[ [

2, DNS Manager

=] |
s v 2l
a2 ] | RERESN 7 N |- ENE .
3  Debug Logging | Event Logaing | Trust Anchers | Moritoring | Securty |
£ DN Hame | Interfaces Fowardes |  Advanced | Rool Hirls
| AD2008 | Forward Lookup Zones
E [5] Forward Lookup Zones [l Reverse Lookup Zones Forwarders are DS servers that this server can use to resolve DNS
_msdcs.cabang.com [ conditional Forwarders queries for records that this ssrver cannot resalve.
Bl [ cabang.com [{] Global Logs
2 _medes || Root Hints
[ sites &) Forwarders P Address [ Server FQDN
[ 192.168.12 2d2016 pusat.com
] _udp

|~ DomainDnsZones
7] ForestDnsZones
5[] Reverse Lookup Zones
(5] 2.188.192.in-addr.arpa
[ Conditional Forwarders
Global Logs

¥ Use raot hints  no forwarders are availzble

Mote: If conditional forwarders are defined for a given domain, they will be
used instead of serverdevel forwarders. To create or view conditional
orwarders

forwarders, navigate to the Conditional F node in the scope tree.

T T

] o]
I el ENEEN I ERETE
£, DNs Name [ Type [ Data [ Timestamp
= i AD2008 =] (same as parent folder) Start of Authority (SOA) [1], ad2008.cabang.com., h... static
B [ Forward Lookup Zones =] (same as parent folder) Name Server (HS) ad2008.cabang. com. static
|5 _msdcs.cabang.com H192.168.2.2 Pointer (PTR) 502008, cabang. com
cabang.com
[ _msdcs
[ _sites
O
 _udp

| DomainDnsZones
[ | ForestDnsZones
=) || Reverse Lookup Zones

|2 2.168.192.in-addr.arpa
] Conditional Forwarders
Global Logs
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{36}_ Forwarder Domain Server 2016
DNS Manager: AD2016, pusat.com, Forwarders: 192.168.2.2 (ip server 2008)

& DNS Manager — [m} X
File Action View Help | AD Properties 2 % ‘
$E§|E|Bj‘ﬂ| i 8 Edit Forwarders x
= ,
DMS
= 3 AD206 N-amE IP addresses of forwarding servers:
e = jFomrard Lookuy
v [ Forward Lockup Zones ClReverse Loky] | TP Address Server FQDN validated Delete
» 2] _msdcs pusat.com jTru;tPoint;
v 2] pusat.com Tl Conditional Fo| | @152.166.2.2 2d2008..cabang..com oK v
» 21 _mzdes
:El Root Hints i
» || _sites B
T tep Forwarders
> [ _udp

» [| DomainDnsZones

» || ForestDnsZones
~ ] Reverse Lookup Zones

(2] 1.168.192in-addr.arpa

5[] Trust Points
» [ Conditional Forwarders

Number of seconds before forward queries time out:
The server FQDM will not be available if the appropriate reverse lookup zones and entries are not

configured.
Cancel
& DNS Manager - ] X
File Action View Help AD2016 Properties ? X
@ $| ﬂ ‘ D jl E | 'ﬂ Q ‘;"' Debug Logging Event Logging Monitoring Security =
£ DNS Mame Interfaces Farwarders Advanced Root Hints
AD2016 =
v a — j Forward Lookup Zones Forwarders are DNS servers that this server can use to resolve DNS
~ [] Forward Lookup Zones j Reverse Lookup Zones queries for records that this server cannot resalve.
» 2] _msdcs.pusat.com T Trust Points
B t. =
v (& puss c:m jCondit\onaI Forwarders
> Bl msdcs Root Hints IP Address Server FGDN
» [ | _sites
. 152.168.2.2 d2008 cabang .
» [ _tep Forwarders a cabang.com
> [ _udp
» 7] DomainDnsZones
» [ | ForestDnsZones
~ [] Reverse Lookup Zones
|21 1.168.192.in-addr.arpa
5 [ Trust Points
» || Conditional Forwarders
Use roct hirts if no forwarders are available
Mote: F conditional forwarders are defined for a given domain, they will be
used instead of serverdevel forwarders. To create or view conditional
forwarders, navigate to the Conditional Forwarders node in the scope tree.
oK Cancel HApply Help
2, DNS Manager - m} X
File Action View Help
es | @ Ed2 B=l 8 &
.{?5 DNS MNarne Type Data Timestamp
e i {D?_F[HS d Lookun Z Q(;ame as parent folder) Start of Authority (S04)  [6], ad2016.pusat.com,, hostmaster.pus...  static
v f»rwar g o0 UPt ones Q(;ame as parent folder) MName Server (N5) ad2003.pusat.com. 01-Feb-21 0:00:00 P
3’ ‘%‘J _r::atc:;)pmu;a «com E(same as parent folder) MName Server (N5) ad2016.pusat.com. static
& pusat. EWZ.‘ISS.W.Z Pointer (PTR) ad2016.pusat.com. 01-Feb-21 07:00:00 P
> |21 _msdcs

5 [ _sites

s [ _tep

» [ _udp

> || DomainDnsZones

» [ ForestDnsZones

w | Reverse Lockup Zones
2] 1.168.192.in-addr.arpa

> 1 Trust Points

» | Conditional Forwarders
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{37}_ Add pusat\administrator on administrator group Server 2008
Active Directory Users and Computers: cabang.com, Builtin, Administrators, Properties, Members:
Administrator pusat.com/Users (pusat\administrator)

B Active Directory Users and Co e (=B
File Acton View Help
= 4= = —=m = —
e |2m|d0|IXECd=HEIB2aSTa%
: Active Directory Users and Computers [ad2008. cabang. com] MName | Type | Description
_ Saved Queries i’_,Account Operators Security Group - Domai...  Members can administe
[ 54 cabang.com %Adminishamrs Security Group - Domai...  Administrators have co
| Builtin — i
J - - roup - Domai... Backup Operators can
= Administrators Properties 7| x
- Comp.uters = [ roup - Domai... Members of this group
| Domain Controllers General Members | MemberOfI Managed B)'I roup - Domai... Members are authorize
_| ForeignSecurityPrin X
M 4 Service A roup - Domai... Members are allowed t
= U::r?:g:ban:rwce 1 Members: roup - Domai... Members of this group
= \Users MName Active Directory Domain Services Folder roup - Domai... Guests have the same
a _3) Admin Cabang cabang.com/UserCabang roup - Domai...  Built-n group used by 1
‘ Administrator pusal sers roup - Domai...  Members of this group
_3) Administrator cabang.com/Users roup - Domai...  Members in this group 1
ESE, Domain Admins cabang.com/Users roup - Domai...  Members of this group
:i{, Enterprise Admins  cabang.com/Users roup - Domai... Members of this group
oup - Domai... A backward compatibili
roup - Domai... Members can administe
roup - Domai...  Members in this group :
roup - Domai...  Supports file replicatior
roup - Domai... Members can administe
roup - Domai... Members of this group
roup - Domai... Users are prevented fr
roup - Domai... Members of this group
| | ™
Add.. | Remove |
ok | Cancsl | mopy | I |

{38}_ Create ADMT Password Windows Server 2016
PowerShell: admt key /option:create /sourcedomain:cabang.com /keyfile:KeyAD.pes

All rights reserved.

tion:create /

rcedomain: cabang. com /keyfile:KeyAD. pes

or domain ‘cabang.com’ was successfully created and saved to

'C:\Usershadministrator. PUSAT KeyAD. pes .

{39} _ Install ADMT Password Windows Server 2008

{& ADMT Password Mi

&

tion DLL Setup

=101 x|

Welcome to the ADMT Password
Migration DLL Setup Wizard

The Setup Wizard will install ADMT Password Migration DLL
on your computer, Click Mext to continue or Cancel to exit
the Setup Wizard.

Back Cancel

I Mext I
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ii-;' ADMT Password Migration DLL Setup 0] =]

End-User License Agreement

Please read the following license agreement carefully

PLEASE NOTE: Microsoft Corporation (or based on where you live, one of
its affiliates) licenses this supplement to you. You may use it with each
wvalidly licensed copy of Microsoft Windows Server software (for which this
supplement is applicable) (the "software™). You may not use the
supplement if you do not have a license for the software. The license
terms for the software apply to your use of this supplement. Microsoft
provides support services for the supplement as described at

v support.microsoft.com/commeoen/international.aspx.

¥ 1 accept the terms in the License Agreement

Print | Back Mext Cancel |

Pindahkan file admt password KeyAD.pes dari server 2016 ke server 2008

fi ADMT Password Migration DLL Setup =0 x|

Encryption file

Select the encryption file for this source domain

The ADMT Password Migration DLL installation requires a password encrypton key that is valid
for this source domain. The key must be located on a local drive. The install will attempt to use

the following file.
To use a different file, dick the Browse button, and select another file,

You can choose not to install ADMT Password Migration OLL by dicking Cancel to exit this
wizard.

Encryption file

|C:'-J_Isers'-ﬁdminist'ator'-Do'f\'nlnads'-Kevr'AD.pes Browse I

Back | MNext | Cancel |

ii._% ADMT Password Migration DLL Setup o o B4 |

Ready to install ADMT Password Migration DLL

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back I Install I Cancel
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Run the service as: Local System account (administrator)

i ADMT Password Migration o ] 4|
Il x
=
The Password Export Server Service can be run under Local System account or a

specified user account.

Run the service as:

% Local System account

" Logon as: I

Fassword: I

[Eonfirm passtwond: I

U]

Install ADMT Password selesai, restart server 2008
iié'n ADMT Password Migration DLL Setup

] 4
Completed the ADMT Password
Migration DLL Setup Wizard
Click the Finish button to exit the Setup Wizard.
Back: I Finish I Zanicel |

i'él ADMT Password Migration DLL Setup

manually restart later.

‘feg Mo |

You must restart your system for the configuration
changes made to ADMT Password Migration DLL to take
effect. Clid: Yes to restart now or Mo if you plan to

X
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Services.msc, Password Export Server Service, Start Service.

~lofx|

File Acton View Help
M EEEE I
T seves (o) [eme = ] —

S KimRm for Distributed Transaction Coord

" Link-Layer Topology Discovery Mapper General | Log On I Recoveny I Dependencies I
S Microsoft \NET Framework NGEN v2.0.50

“; Microsoft .MET Framework NGEM v2.0.50 Service name:
“; Microsoft .MET Framework NGEM v4.0.30
S Microsoft JNET Framework NGEN v4.0,30
“+: Microsoft Fibre Channel Platform Registre Description:
S Microsoft ISCSI Initiator Service

%+ Microsoft Software Shadow Copy Provide

S Multimedia Class Scheduler

. Net.Msmg Listener Adapter

Display name: Password Export Server Service

Password Export Server Service

i

Path to executable:
C:\Windows system 32\ PwMigSvc exe

. Net.Pipe Listener Adapter Startup type: Imomaﬁc (Delayed Start) j
% MNet. Tep Listener Adapter

i Net. Tep Port Sharing Service Help me configure service startup options.

“:Metlogon

‘i Network Access Protection Agent Service status:  Started

Si Network Connections

i Network List Service Start I Stop | Pause fiEsume

S Network Location Awareness

*You can specify the start parameters that a when you start the service
G Network Store Interface Service = s pply =

- from here.

(., Password Export Server Service

%+, Performance Counter DLL Host Start parameters: I
“;Performance Logs & Alerts

“:Plug and Play

+; PnP-¥ IP Bus Enumerator 0K I Cancel | Lipply |

S Portable Device Enumerator Service
i Power Manages p... Started Automatic Local System LI

Extended A, Standard

[ [ [
{40}_ Setting ADMT (Active Directory Migration Tool) Windows Server 2016

Q ~ethings Windows Server 2016 - ical redhat

Windows Accessones )_ 2

Windows Windows

Collgsiern bl T Server Manager  PowerShell PowerShell 15

EH Active Directory Administrative C...

EET Active Directory Domains and Tr... g E

= ] . I Windows
= | Active Directory Migration Tool Administrativ... Task Manager Control Panel

> | Active Directory Module for Win...

. . - . L
Active Directory Sites and Services % H=g .

Active Directory Users and Com... Event Viewer File Explorer
ADSI Edit

Component Services

Computer Management Eﬁa

Active Directory  Active Directory ~ Active Directory

Defragment and Optimize Drives Migration Tool Users and... Domains and...

Disk Cleanup

e
DNS !E

Active Directory ~ Command

Sites and... Prompt
Event Viewer -

m € M
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Active Directory Migration Tool, User Account Migration Wizard

migrator - [Active Directory Migration Tooel] - m} x
& File Action View Window Help - 8
&= | @ 6= B
_| Active Directory Migration Tool ” Mame
&9 Reports User Account Migration Wizard
Group Account Migration Wizard
Computer Migration Wizard
Security Translation Wizard
Reporting Wizard
Service Account Migration Wizard
Managed Service Account Migration Wizard
Retry Task Wizard
Password Migration Wizard
Customer Feedback Options...
View ¥
Mew Window from Here
Refresh
Export List...
Help
File Action View Window Help —
- — — User Account Migration Wizard x
%@ = H ’
| Active Directory Migration Tool Welcome to the User Account
&7 Reports Migration Wizard
This wizard helps you migrate user accounts between
Active Directory domaing in a different forest {interforest
migration) or the same forest (intraforest migration).
To continue, click Next.
< Back Next > Cancel Help
Domain Selection:
Source Domain: cabang.com
Source Domain Controller: \\ad2008.cabang.com
Target Domain: pusat.com
Target Domain Controller: \\ad2016.pusat.com
=

[& File Action View Window Help
=@ &= H

| Active Directory Migration Tool Name Domain Selection
4 Reports & Repol
from the lists.
Source
Domain:

Target
Domain:

Domain controller:

Domain controller:

Between which domains do you want to migrate users?

Type the names of the source and target domains and domain cortrollers or select them

|cabang.com j
|'-."-ad2DDE.cabang.com j
|pusat com j
|'-."-ad2D1 6 pusat.com j

< Back Next > Cancel Help
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User Selection Option: Select users from domain

— m} x
& File Action View Window Help a
= — User Account Migration Wizard X
=@ 6] :
| Active Directory Migration Tool Mame User Selection Option ]
< Reports Select the method which is to be used to select the users.
P & Repo

How are the users to be selected?

" Read chjects from an include file

< Back Nead >

Cancel Help

User Selection: Add... user actiove directory yang akan dimigrasi ke server

2016
ﬁ =

g - [Active Directory Migration Tool] - m} *
ﬁ File Action View Window Help &1
= e User Account Migration Wizard X
@ @E] :
| Active Directory Migration Tool Name User Selection I
Q Reparts To add source user accounts to migrate to Active Directory, click Add.
P & Repo
User accounts:
Name | 5AM name | Description |
Admin Cabang admincabang
User Cabang 1 cabang1
User Cabang 2 cabang?
Add... Remove |
< Back Mext = Cancel Help
& migrator - [Active Directory Migration Taol] — m} s
& File Action View Window Help L& %
p— — | User unt ion Wizard X
L ks (NEREY | i
| Active Directory Migration Tool Mame Select Users bt a
Reports
& Rep SPRepo | Selectthis obiect type:
Select Users X Object Types... L
Select this object type: |_
Locations
|U5ers | Object Types...
From this location
|cabang.com | Locations Check Names
Common Queries
Name: Stats with ~ | | Calumns... oK Cancel
Description: | Starts with | |
[[] Disabled accounts Stop
[ Man expiting password
Diays since last logon: w Neat = Cancel Help
0K Cancel
Search results: _ ne
Name E-Mail Address In Folder
Admin Cabang

abang.com

& Administrator

cabang com,/Us

cabang.com/Us..
cabang 1@cabang.com

cabang

abang.com
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— O
ﬁ File Action View Window Help
= — User Account Migration Wizard
= |Hlc=H ’
| Active Directory Migration Tool Name Select Users X
Reports
Q P QREPD Select this object type:
H |U5ers | | Object Types... |
From this location: L
|cabang.com | | Locations. .. | =

Enter the object names to select (sxamples):

| Admin Cabang (admincaban abang.com); Checlk Names
User Cabang 1 (cabang1@&cabang.com);
User Cabang 2 (cabang?@cabang.com|

Add... | Remove |

=

Organizational Unit Selection, Target OU: UserCabang (pusat.com)

ﬁ migrator - [Active Directory Migration Tool]

— m} x
& File Action View Window Help a
—= — User Account Migration Wizard X
Ll AlalNERESY 7 ’
| Active Directory Migration Tool Name Organizational Unit Sel
The organizational unit {JU) you enter is used as the target
4 Reports < Repo
Erowse for Container X
Please enter the distinguished name of the target OL.
Select a target container.
Target OU
-3 pusat

| Managed Service Accounts
=Rl Us:

oK I Cancsl

Nex >

% migrator - [Active Directory Migration Tool]

& File Action View Window Help

= | @Hlc= H=

| Active Directory Migration Tool
4 Reports

Name

Q Repo

User Account Migration Wizard

O izational Unit Sel
The organizational unit {OU) you enter is used as the target

Please enter the distinguished name of the target OL.

Target OU:
LDAP //pusat com/0U=UserCabang. DC=pusat, DC=com

Browse... |

<Back |f MNex> 1 | Camcdl | | Heb
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Password Options: Migrate passwords, password migration source DC: ad2008.cabang.com
ﬁ rigrator - [Active Directory Migration Tool]

- O X
& File  Action View Window Help =
a $| | [ |__=?| User Account Migration Wizard

X

| Active Directory Migration Tool

Name Password Options
5 &g Reports

Migrating a password or selecting a complex password provide better network [:’?.
Q Repg securty.

What type of password do you want to use?

" Generate complex passwords

* Migrate passwords

¥ Do not update passwords for existing users

Password migration source DC.

IadZDDS.cabang.ccm ;I Browse... |

< Back Next > Cancel Help

Target Account State: Enable target accounts, Migrate user SIDs to target domain

% migrator - [Active Directory Migration Tool]

- O x
& File Action View Window Help 2%
@ $| | g .__=?| ﬂ User Account Migration Wizard X

| Active Directory Migration Tool

Name Account Transition Options
» &2 Reports

Q You can close accourts, set accourt expiration dates, and migrate security 1Ds L"Q
Rep: (SIDs). i

To select how you would like to handle migrating accourts, click the desired options
below.

— Target Account State:

% Enable target accounts
" Disable target accounts

1 Target same as source

— Source Account Disabling Options:

[” Disable source accounts

™ Days until source accounts expires:
|3D Endof:  04-Mar-21

|v Migrate user SIDs to target domain:

< Back Next > Cancel Help
Would you like to enable auditing: Yes
% migrator - [Active Directory Migration Tool] — m} et
& File Action View Window Help 8%
$ $| | G n_i}‘ ﬂ User Account Migration Wizard X
3
| Active Directory Migration Tool Name Account Transition Options ]
You can close accounts, set account expiration dates, and migrate security IDs
> & Reports DRep (SIDs).

To select how you would like to handle migrating accounts, click the desired options
below.

Target Account State:

¥ Enable target accourts

" Disable target accounts

Error X
@% Auditing is currently not enabled on the source domain, Would you
WY like to enable auditing?
If not, SID migration will be disabled.
Yes Mo Cancel
]
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Would you like to create local group CABANGSSS: Yes

% migrator - [Active Directory Migration Tool]

- O X
i@ File Action View Window Help [ Lol
@ | | aB | ﬂ I User Account Migration Wizard * I_
|| Active Directory Migration Tool Name Account Transition Options _
You can close accounts, set account expiration dates, and migrate security 10s ?l
> & Reports Rept (SIDs). [=
To select how you would like to handle migrating accourts, click the desired options
below.
Target Account State:
{* Enable target accounts
" Disable target accounts
Error *
@Y% Thelocal group CABANGSSS does not exist on cabang.com. This
WY group is required to migrate SIDs. Would you like to create it?
If not, SI0 migration will be disabled.
Yes No Cancel
elp

User Account: administrator, Domain: CABANG

ﬁ migrator - [Active Directory Migration Tool] — m} x
& File Action View Window Help 2%
@ * | | FHES | ﬂ User Account Migration Wizard X
| Active Directory Migration Tool Name User Account » N

» & Reports Q Rep To add SID histery, you must supply a user account with the proper permissions. L’?.

Type the user name, password, and domain of an account with administrative rights an
the source domain.

User name:

Iadministlaior

Password:

Domain:

ICJ\EJ\NG

< Back Nexd > Cancel Help

User Options: Update user rights, Migrate associated user groups, Fix user group memberships
(jika user masuk kedalam group tertentu, maka group tersebut akan ikut ter-migrasi)

ﬁ migrator - [Active Directory Migration Tool]

— [m} *
l& File Action View Window Help 2%
= — — User Account Migration Wizard *
= Hlc=H 9
|| Active Directory Migration Tool Name User Options
s & Reports & Rep *You can migrate user groups, profiles, and security settings. [:i?.
Please select the following options to customize your migration task.
I~ Translate roaming profiles
F# Lpdate usernahts
v Migrate associated user groups
[~ Update previously migrated objects
¥ Fix users' group memberships
= Back Next > Cancel Help
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File Action View Window Help =
= = = User Account Migration Wizard *
&= |md=H 9
| Active Directory Migration Tool Name Object Property Exclusion 1
Q Reports & Rep You can exclude certain properties from being migrated on a per object basis.

I Exclude specific object properties from migration:

Object Type: |User
Included Properties Excluded Properties:

account Expires ~
account Name History

aC5PolicyName

adminCount

adminDescription

adminDisplayMame

assistant

businessCategory

= v

< > < >

< Back Meat = Cancel Help

Conflict Management: Do not migrate source object if a conflict is detected in the target domain
&=

File Action View Window Help =
= = [ — User Account Migration Wizard x
=@ &= H 9
_| Active Directory Migration Tool Mame Conflict Management 1
& Reports Migration conflicts occur when an object in the target domain conflicts with an
Q Rep object being migrated from the source domain. For more information about

migration conflicts see Help.

Select from the following options to specify how conflicts should be managed during
migration

% Do not migrate source object f a corflict is detected in the target domain:

" Migrate and merge conflicting objects
-
-
-

< Back Next > Cancel Help
Migrasi User selesai dan berhasil.
File Action View Window Help =
. ‘$| & ._'FP| E User Account Migration Wizard x
~| Active Directory Migration Tool Mame Completing the User Account
&2 Reports DRep Migration Wizard

You have successfully completed the User Accourt Migration
wizard. You chose to perform the following task with the
settings as shown:

Task description:

User Migration -~
General Settings
Logfile: c\Windows \ADMT\Logs"Migration log

| Account Migration
3 objects are selected for migration.
Objects of the following classes will be copied:

< >

To close this wizard and perform the task, click Finish.

< Back Cancel Help

February 9, 2021 56



Upgrade Domain Controller From Server 2003 To Server 2016 | Ical RedHat

Terdapat 3 user dan 1 group yang sudah dimigrasi dari server 2008 ke server 2016.

ator - [Active Direc ation Too — O
& File Action View Window Help A
| | Migration Progress x W
Ll 3| _
| Active Directory Migration Tool Migration Progress ]
<9 Reports Status: Completed
Operation: bn
Examined Copied Emors
Users 3 3 0
Groups 1 1 0
Computers 0 0 0 "
MShs 0 0 0
View Log Close P

Cek Log

7 Migration000001 - Notepad

File Edit Format View Help

[Settings Section]
Task: User Migration (1)
ADMT Console

User: PUSAT\administrator
Computer:  ad2016.pusat.com (AD2016)

Domain: pusat.com (PUSAT)

0s: Windows Server 2016 Standard 10.0 (14393)

Source Demain
Name:  cabang.com (CABANG)
DC: ad2ees. cabang. com (AD200E)
0s: Windows Server 268 R2 Standard 6.1 (76@1) Service Pack 1

Target Domain
Name:  pusat.com (PUSAT)
DC: ad2@16.pusat.com (AD2816)
0s: Windows Server 2016 Standard 10.8 (14393)
ou: LDAP://pusat.com/0U=UserCabang,DC-pusat, DC-com
Intra-Forest: No
Password Option: Copy passwords, only for new objects = No
Password Export Server: ad28@8.cabang.com
Migrate Security Identifiers: Yes
Update Rights: Yes
Translate Roaming Profiles: No
Fix group membership: Yes
Conflict Option: Ignore|
Source Disable Option: Leave source account
Source Expiration: Do not expire source account
Target Disable Option: Enable target account
Migrate groups: Yes
Update Migrated Objects: lo
Migrate service accounts: Yes

[Object Migration Section]
33 starting Account Replicator.
372 ADMT does not process BUILTIN accounts er change the membership of BUILTIN groups (Administrators, etc.). Skipping LDAP://cabang.com/CN=Domain Admins,CN=Users,DC=cabang,DC=com
372 ADMT does not process BUILTIN accounts er change the membership of BUILTIN groups (Administrators, etc.). Skipping LDAP://cabang.com/ClN=Schema Admins,CN=Users,DC=cabang,DC=com
( )
( )

372 ADMT does not process BUILTIN accounts or change the membership of BUILTIN groups (Administrators, etc.). Skipping LDAP://cabang.com/CN=Domain Cantrollers,Cli=Users,DC=cabang,DC=com
2021-82-82 ©5:55:36 WRN1:7372 ADMT does not process BUILTIN accounts or change the membership of BUILTIN groups (Administrators, etc. =cabang, DC=com
2021-82-82 o 37 Ch-Admin Cabang - Created

2021-82-82 o 37 SID for CABANG\admincabang added to the SID History of PUSAT\admincabang

2021-82-82 85:55:38  CN-Admin Cabang Password Copied.

38 WRN1:7874 Disabled the "password never expires” account option for account 'CN-Admin Cabang’.

39 CN-User Cabang 1 - Created

5:39 SID for CABANG\cabangl added to the SID History of PUSAT\cabangl

. skipping LDAP://cabang.com/CN=Administrators,CN=Builtin, D¢

2021-82-82 ©5:55:39  CN=User Cabang 1 - Password Copied
2021-82-82 ©5:55:39 WRN1:7874 Disabled the "password never expires” account option for account 'CN=User Cabang 1'
2021-82-82 ©5:55:39 CN=User Cabang 2 - Created

5:39 SID for CABANG\cabang2 added to the SID History of PUSAT\cabang2

2021-62-82 ©5:55:48  CN=User Cabang 2 - Password Copied

5:48 WRN1:7874 Disabled the "password never expires” account option for account 'CN=User Cabang 2'

5:48 CN=GroupCabang - Created

2021-82-82 05:55:48 SID for CABANG\GroupCabang added to the SID History of PUSAT\GroupCabang

5:48 Processing group membership for CN=GroupCabang

a0 Cannot add WINJCABANGS to Cli=GroupCabang, because WINCABANGS has not been migrated to the target domain
2021-82-82 05:55:48 LDAP://ad2816.pusat.com/CN=Admin Cabang,0l=UserCabang,DC=pusat,DC=com added

5:40 LDAP://ad2016.pusat.com/Cl=User Cabang 2,0U=UserCabang,DC=pusat,DC=com added.

2021-02-02 ©5:55:40 LDAP://ad2016.pusat.com/Cl=User Cabang 1,0U=UserCabang,DC=pusat,DC=com added.

2021-62-02 © 372 ADMT does not process BUILTIN accounts or change the membership of BUILTIN groups (Administrators, etc.). Skipping LDAP://cabang.com/Cl=Domain Admins,CN=Users,DC=cabang,DC=com
2021-02-02 © 372 ADMT does not process BUILTIN accounts or change the membership of BUILTIN groups (Administrators, etc.). Skipping LDAP://cabang.com/Cl=Schema Admins,CN=Users,DC=cabang,DC=com
2021-02-02 © 372 ADMT does not process BUILTIN accounts or change the membership of BUILTIN groups (Administrators, etc.). Skipping LDAP://cabang.com/Cli=Domain Controllers,Cl=Users,DC=cabang,DC=com
2021-02-02 © 372 ADMT does not process BUILTIN accounts or change the membership of BUILTIN groups (Administrators, etc.). Skipping LDAP://cabang.com/CN=Administrators,CN=Builtin,DC=cabang,DC=com
2021-02-82 @ rights for CN=Admin Cabang

2021-62-82 ©5:55:40 Updated user rights for Chi=User Cabang 1

2021-02-82 @ rights for CN=User Cabang 2

2821-82-02 0 rights for C
2821-82-82 ©5:55:41 Operation completed.

roupCabang
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: Reporting Wizard

Flle Action
%D cz HE

migrator - [Active Directory Migration Tool]

View Window Help

& Reports

~| Active Directory Migration Tool ” Name

User Account Migration Wizard

Group Account Migration Wizard
Computer Migration Wizard

Security Translation Wizard

Reporting Wizard

Service Account Migration Wizard

Managed Service Account Migration Wizard
Retry Task Wizard

Password Migration Wizard

Customer Feedback Options...

View

New Window from Here

Refresh
Export List...

Help

File  Action

View Window Help

e @ d=HE

_| Active Directory Migration Tool Name Domain Selection
Q Rep! For what domains do you want to create reports? @

Type the names of the source and tanget domains and domain controllers or select them
from the: lists.

4 Reports

Source
Domain

Tanget
Domain

Domain cortroller:

Domain cortroller:

& @l | q ._'=,>| E Reporting Wizard w
_| Active Directory Migration Tool . []
& Reports Welcome to the Reporting
Wizard
This wizard helps you create reports cortaining the
information you need to migrate between Active Directory
domains in a different forest (interforest migration) or the
same forest {intraforest migration).
To continue, click Mexd.
< Back Next > Cancel Help
Domain Selection:
Source Domain: cabang.com
Source Domain Controller: \\ad2008.cabang.com
Target Domain: pusat.com
Target Domain Controller: \\ad2016.pusat.com
]
File Action View Window Help - 8

‘cabang com

Lo L4

"-.'-adQDDS.cabang.com

‘pusat com j

"-.'-adz[ﬂ 6 pusat.com j

< Back Next > Cancel Help
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Location file report: C:\Windows\ADMT\Reports

E File Action View Window Help - &
f=] l$| | < NES | H Reporting Wizard x
~| Active Directory Migration Tool Mame Folder Selection ||
&2 Reports PRep Where do you want to store the reports? E‘

Enter & location to store the reports

Location:
“\Windows ' ADM

Browse...

< Back Next > Cancel Help

Report Selection: Migrated accounts

g File Action View Window Help
e 0 H Reparting Wicard
_| Active Directory Migration Tool Name Report Selection
Q Reparts @ Rep You can select more than one report type.
Report types
Name: Date/Time Last Created
Not created
Migrated computer sccounts Mot created
Expired accounts Mot created
Accourt references Not created
Account name corflicts Not created
< >
< Back Mexd = Cancel Help
File Action View Window Help - &
@ l$| | al j;| H Reporting Wizard X

_| Active Directory Migration Too!

& Reports Completing the Reporting Wizard

You have successfully completed the Reporting Wizard.

“You chose to create the following reports:

Report Generation
The Migrated Users, Groups and Managed Service Accol

To cloge this wizard and create the reports, click Finish.

<Back T Help
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Reports: Migrated Accounts

igrator - [Active Directory Migration ToohReports\Migrated User, Group and Managed Service Accounts] - O

File Action View Window Hel - &
= P
= xm HE

71 Active Directory I

v g:ﬂms N Active Directory Migration Tool Reporting
igrate:
£ Migrated (

Migrated User, Group and Managed Service Accounts

«cabang.com pusat.com user LDAP://pusat.com/CN=Admin

Caban U=1 Lse:rCabang DC=cabang.DC=com Cabang,QU=UscrCabang DC=pusat. DC=cc
cabang.com pusat comuser  LDAP-//cabang com/CN=User Cabang LDAP/pusat.com/CN=User Cabang
serCabang DC=cabang DC=com

JserCabang, DC=pusat DC=com

cabang.com pusat.com user bang.com'CN=User Cabang usat.com/CN=User Cabang

2 OU=UserCabang DC=cabang DC=com 2,0U=UserCabang DC=pusat DC=com
cabang com pusat com group  LDAP/cabang com/CN=GroupCabang OU=UserCabang DC=cabang DC=com L DAP-//pusat com/CN=GroupCabang OU="

< > € >

Done

{42} _ Cek User Active Directory Windows Server 2016
Active Directory Users and Computers: pusat.com, UserCabang
(User AD dari server 2008 sudah termigrasi ke server 2016)

| Active Directory Users and Computers - [m} X

File Action View Help
= 2B Bz HE3aETa%
: Active Directory Users and Computers [ad2016.pusat.com] Mame Type Description

| Saved Queries 2, Admin Cabang User

v 35 F'-'Sgt cl:m %Group(abang Security Group - Global
- Buhn 2, User Cabang 1 User

Computers &U oo 2 ”
5| Domain Controllers ser Labang ser

ForeignSecurityPrincipals
Managed Service Accounts
UserCabang

UserPusat

Users

{43}_ Cek SID di server 2008 before migrate
Cek SID dengan Active Directory Explorer

W Active Directory Explorer - Sysinternals: www.sysinternals.com [127.0.0.1 [ad2008.cabang.com]] =1Ol x|
File FEdit Faverites Search Compare History Help
@ g F e e
Path: I CN=User Cabang 1,0U=UserCabang,DC=cabang,DC=com, 127.0.0. 1 [ad2008.cabang. com]
1 CN=Deleted Objects »| [ Attribute | syntax | count | value(s) -
E OU=Domain Contrallers a\ogonCount Integer 1
I CN=ForeignSecurityPrincipals Q mail DirectoryString 1 cabang1@cabang.com
(13 cn=Infrastructure @ member0f DN 1 CM=GroupCabang,0U=UserCabang,DC=cabang,DC=com
D_ Ch=LestAndFound ] name DirectoryString 1 User Cabang 1
T C=Managed Service Accounts ] nTSecurityDescriptor NTSecurityDe... 1 D:AL(OA;;RP;4¢ 164200-20c0-11d0-a768-00a3006e0523;;RS) (OA;RP; 5F202010-79a5-1
a objectCategory DN 1 CN=Person,CN=5chema,CN =Configuration,DC =cabang,DC =com
9 objectClass oID 4 top;person;organizationalPerson;user
:‘ OQU=UserCabang @ objectGUID OctetString 1 {B06DEF 11-4540-4662-A99A-34E 380 20C 589}
CN=Admin Cabang 5 objectsid 5 1 5-1-5 3 5129-1103
CN=GroupCabang 9 primaryGroupID Integer 1 513
CN=pc-cabang a pwdlLastSet Integers 1 1/30/2021 8:36:50 PM
CN=User Cabang 1 9 sAMAccountMame DirectoryString 1 cabangl
CN=User Cabang 2 @ sAMAccountType Integer 1 805306358
=Users @ sn DirectoryString 1 Cabang 1
[#-14%, CN=Configuration, DC =cabang,DC= 9 title DirectoryString 1 User
B[] CN=Schema, QN =Configuration,DC=— | [#] useraccountContral  Integer 1 66048
[#- 9 userPrincipalName DirectoryString 1 cabang 1@cabang. com -
i T | of
|CN=User Cabang 1,0U=UserCabang,DC=cabang,DC=com, 127.0.0.1 [3d2008.cabang.com] v
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{44} _ Cek SID di server 2016 after migrate
SID berhasil di migrate dari server 2008 ke server 2016 (SID yang ada di server 2008 sama identik denagn
yang ada di server 2016)

4 Active Directory Explorer - Sysinternals: www.sysinternals.com [127.0.0.1 [ad2016.pusat.com]] - O X
File Edit Favorites Search Compare  History Help
@ g FE | @~
Path: | CM=User Cabang 1,0U=UserCabang,DC=pusat,DC=com,127.0.0.1 [ad2016.pusat.com]
= DC=pusat,DC=com ~ || Attribute Syntax Count  Value(s) A
5 cN=Builtin . )
= objectCategory =Person,CN=5chema, CN=Configuration, DC=pusat,DC=com
T CN=Computers Q bjectCate: DN 1 CM=P CN=5ch CN=Confi tion,DC t,DC
[ CN=Deleted Objects Q objectClass [w)in] 4 top;person;organizationalPerson;user
i ou=Domain Controllers Q objectGUID OctetString 1 {1717C2C5-612F-449D-96 FE-OF 278A83CFa 1}
T CN=ForeignSecurityPrincipals 8] objectsid sid 1 5-1-5-21-351405134-3727805288-169476437- 1609
(2 cu=Infrastructure Q primaryGroupID Integer 1 513
(2 CN=Keys Q pwdlLastSet Integerd 1 0x0
(23 cN=LostAndFound Q sAMAccountiame DirectoryString 1 cabangl
i CN=Managed Service Accounts Q sAMAccountType Integer 1 8053063568
D CMN=NTDS Quotas Q sIDHistory 1 5-1-5-21-2342293533-2343849739-3458845129-1103
| CN=Program Data an DirectoryString 1 Cabang 1
CN=System Q title DirectoryString 1 User
D__ CN=TPM Devices ] userAccountContral Integer 1 512
::I OU=UserCab.ang [#] userPrincipalName DirectoryString 1 cabang 1@pusat.com
#- i CN=Admin C"'bb"'”g #] usChanged Integerd 1 %9046
E::SFDUT:CT: a”gl ] uShCreated Integerd 1 0%9038
] Qwhenchanged GeneralizedTime 1 02Feb-2105:55:39 AM
CM=User Cabang 2 w §
: = QwhenCreah&d GeneralizedTime 1 02Feb-2105:55:39 AM
£ > L
CN=User Cabang 1,0U=UserCabang,DC=pusat,DC=com,127.0.0.1 [ad2016.pusat.com]

{45} _ Cek SID komputer client before migrate

Cek SID user cabangl di komputer yang terhubung dengan domain cabang.com

Registry: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileList
Cmd: whoami /user

& Registry Editor (=@ ][=]
File Edit View Favorites Help
a- |, Profilelist * || Name Type Data
5-1-5-18 28] (Default) REG_SZ value not set]
zi;g %] Flags REG_DWORD 000000000 (0)
35| Guid REG_SZ {B06d6F11-4540-4662-299a-34e38020c5b9)

5-1-5-21-2342293633-2343840739-3458845129-1103

5-1-5-71-2342203633-2343649739-34588451.29-1104 #|NedLogonCach... REG DWORD 000000001 (1)
§-1-5-21-2573264453-257871856-4048122558-1103 2| ProfileimagePath  REG_EXPAND SZ  CA\Users\cabangl
5-1-5-21-2573264453-257871856-40481 22558-1105 &4ProfileloadTime... REG_DWORD 000000000 (0)
5-1-5-21-2573264453-257871856-4048122558-1106 #é|ProfileLoadTime... REG_DWORD 000000000 (0)
5-1-5-21-2573264453-257871856-4048122558-1107 RefCount REG_DWORD 0:00000001 (1)
5-1-5-21-2573264453-257871856-4048122558-1108 RunLogonScript.. REG_DWORD 000000000 (0)
5-1-5-21-2573264453-257871856-4048122558-1126 |Sid REG_BINARY 010500 00 00 00 00 05 15 00 00 00 81 90 9c 8b Ob 4f b4 8.,

5-21-2573264453-257871856-40481
5-21-2573264453-257871856-40481
5-21-2573264453-257871856-40481
5-21-2573264453-257871856-40481
5-21-2646353899-120085214-73497
5-1-53-21-2646353899-120095214-79497!
5-1-53-21-2646353899-120095214-79497!
5-1-53-21-351406134-3727805288-16447!

ER C:\Windows\system32\cmd.exe

IC:~Users~cabangl >whoami Ausepr

USER INFORMATION

User MName SID

cabangscabangl $-1-5-21-2342293633-2343849739-3458845129-1103
5-1-5-21-351406134-3727805288-16447( RETCTINRUNESNRITEY
$-1-5-21-351406134-3727805288-16447( [HANIESIUSET U FERAN CEL S PELT )

5-1-5-71-351406134-3727805288-16447 ICH=lser Cabhang 1.0U=UserCabang.DC=cabang.DC=con

v || 5-1-5-21-495131562-680300042-109107] SERNIELPEANELED T 1 Al
s+ | ProfileLoader

Computert HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion'\Profilelist\5-1-5-21-2342293633-2343849739-3458545129-1103
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{46} _ Cek SID komputer client after migrate

Cek SID user cabangl di komputer yang terhubung dengan domain pusat.com

Di folder Users akan terdpat 2 folder: cabangl dan cabangl1.PUSAT (folder cabangl dari domain
cabang.com, sedangkan cabangl.PUSAT dari domain pusat.com)

Cmd: whoami /user

Ketika awal login dengan domain pusat.com akan diminta untuk mengganti password

= || = || 2
@vvl 4+ Computer » (C:) Local Disk » Users » cabangl.PUSAT » Downloads v|+¢|| S Do JJ.
Organize « Include in library New folder =« i 0
¢ Favorites i MName Date modified Type Size
B Desktop This folder is empty.
& Downloads
‘| Recent Places =
= || = | 2
@vvl 4 » Computer » (C:) Local Disk » Users » cabangl » Downloads » - |+¢|| Search Downloads P.
Organize « Include in library New folder =~ Ml 0
¢ Favorites i MName Date modified Type Size
Bl Desktop Tes folder 2/2/2021 2:41 PM File folder
& Downloads
‘| Recent Places = BN C:\Windows\system32\cmd.exe EI@

Microsoft Windows [Uersion 6.1.766811

Firer Copyright {(c>» 2807 Microsoft Corporation. All rights reserved.
-4 Libranes
; C:wUzersescabangl .PUSAT >whoami ~user

M Computer USER INFORMATION

&, (C) Local Disk

‘¢ (Z2) Disconnected Net = —
MBpuzatscabangl $-1-5-21-351486134-37278A52858-164476437-1609

1 item C:\Users cabangl .PUSAT >whoani ~Fgdn
'} CH=User Cabang 1.0U=UserCabanyg.DC=pusat.DC=com

C:xUzersscabangl .PUSAT >

1 item

Agar profile user ketika login diarahkan ke folder user yang lama, maka harus di ubah dari registry
dengan user administrator
Ganti folder path ke lokasi lama, hapus .PUSAT

@" Registry Editor o || =8
File Edit View Favorites Help
- ProfileList - Mame Type Data
5-1-5-18 ab| (Default) REG_SZ (value not set)
21;3 1) Flags REG_DWORD 000000000 (0}
5'1'5'21 342203633, 2343840730 3458845120110 ab] Guid REG_SZ {1717 c2c5-612f-449d-957 e-0f 27883 cf61 }
ot
5-1-5-21-2342203633-2343840730-34588451 291104 - NextogenCach... REG_DWORD 000000001 (1)
a :
5-1-5-21-2342293633-2343849730- 34588451 29-1115 ProfilelmagePath  REG EXPAND 52 C:\Users!cabangl. PUSAT
5-1-5-21-2573264453-257871856-40481 225581103 )Profilel oadTime... REG DWORD 0:00000000 (0)
§-1-5-21-2573264453-257871856-40481 225581105 4| Profilel oadTime... REG_DWORD 0:00000000 (0)
5-1-5-21-2573264453-257871856-4048122558-1106 4| RefCount REG_DWORD 0x00000001 (1)
5-1-5-21-2573264453-257871856-4048122558-1107 #%|RunLogenSeript.. REG_DWORD 000000000 (0)
§-1-5-21-2573264453-257871856-40481 22558-1108 8| Sid REG_BIMARY 010500 000000000515 000000 3608 f2
§-1-5-21-2573264453-257871856-4048122558-1126 54| State REG_DWORD 000000000 (0)
§-1-5-21-2573264453-257871856-4048122558-1127 bak —
5-1-5-21-2573264453-257871856-4048122558-1128 Edit String =
§-1-5-71-2573264453-257871856-4048122558-1129 Te—

§-1-5-21-2573264453-257871856-4048122558-1610
5-1-5-21-2646353899-120095214-794975970-1104
5-1-3-21-2646353899-120095214-794975970-1105 WValue data:
§-1-5-21-2646353899-120095214-794975970-1112 ChJsers'cabang 1
§-1-5-21-351406134-3727805288-164476437-1106
5-1-5-21-351406134-3727805288-164476437-1107
5-1-3-21-351406134-3727805288-164476437-1108
5-1-5-21-351406134-3727805238-164476437-1604
5-1-5-21-351406134-3727805288-164476437-16039
5-1-5-21-351406134-3727805288-164476437-1613
- 11 §-1-5-21-495131562-680300042-1091072176-1000
ProfileLoader [[« [1[} ]

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileList\5-1-5-21-351406134-3727805288-164476437-1609

ProfilelmagePath

o

m
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{47}_ Raise domain dan forest functional level

Active Directory Domain and Trusts: pusat.com, Raise domain functional level, pilih Windows Server

2016
5 Active Directory Domains and Trusts
File Action View Help

e nmE: HE

5 Active Directory Domains and Trusts [ ad2016.pusat.com | || MName

Cument domain functional level:
Windows Server 2003

Select an available domain functional level:

Windows Server 2016

/i Afteryou raise the domain functional level, it is possible that you may not be able to
~ reverse it. For more information on domain functional levels, click Help.

Cancel

Type Actions
usat.com
[a B Raise domain functional level e pusat.com
T More Actions
omain name:
pusat.com

Active Directory Domain and Trusts [ad2016.pusat.com] : Raise forest functional level, pilih Windows

Server 2016

5 Active Directory Domains and Trusts
File Action View Help
% mBa=H

5 Active Directory Domains and Trusts [ ad2016.pusat.com ] || Mame
ﬂ pusat.com

Type

Actions

Raise forest functional level

Forest name:

pusat.com

Cument forest functional level:
Windows Server 2003

Select an available forest functional level:
Windows Server 2016

Cancel

i\ Afteryou raise the forest functional level, it is possible that you may not be able to
~ reverse it. For more information on forest functional levels, click Help.

Help

Active Directory Domains and Tr... &

Maore Actions »
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{48}_ Windows Server 2016 RODC join domain pusat.com

Hostname: rodc2016, ip address: 192.168.2.3, gateway: 192.168.2.1, dns: 192.168.2.3 ; 192.168.2.1, join

domain pusat.com.

Computer Name/Domain Changes

Computer Name

Hardware Advanced Remote

Windows uses the following information to identify your computer
= onthe network.

o Welcome to the pusat.com domain,

Computer description:

For example: "11S Production Server” or
"Accourting Server”.

rodc2016

Full computer name: Windows edition

Windows Server 2016 Standard
@ 2016 Microsoft Corporaticn. All rights reserved.

WORKCEROLP

X

@
W

You can change the name and the membership of this
computer. Changes might affect access to network resources.

System
Processor
Computer name: Installed memory (RANM):
|r0dc:2016 ‘ System type:
R ~ Pen and Touch:
Windows Security X

Computer Name/Domain Changes

Intel(R) Core(TM) i7-6700T|
1.75GB
64-bit Operating System,

Me Pen or Touch Input is 8

mputer name, doemain, and workgroup settings

Network Connection Details

Network Connection Details:

Property
Connection-specific DN
Description

Physical Address

DHCP Enabled

IPv4 Address

IPv4 Subnet Mask
|Pv4 Default Gateway
IPv4 DNS Servers

IPv4 WINS Server
NetBIOS over Tepip En...

Value

Intel{R) PRO/1000 MT Desktop Adapter
08-00-27-F3-DA-77

Mo

192.168.2.3

2552552550

192.168.2.1

19216823

192.168.2.1

Yes

Computer name: rodc2016

Enter the name and password of an account with permission Full computer name: rode2016
to join the domain. Computer description:

Workgroup: WORKGROUP
@ | pusati -

ndows activation

‘ Connect to the Internet to activate Windows.
sessssenes

Product ID: 00376-30000-00299-AA135
Domain: pusat.com

oK Cancel

Read the Microsoft Software License Terms

W ictivate Windows

{49} _ Install Active Directory Windows Server 2016 RODC
Server Manager, Add Roles and Features

Fﬁ Add Roles and Features Wizard

DESTINATION SERVER
rodc2016.pusatcom

Before you begin

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based en the computing needs of your organization, such as sharing decuments, or
hosting a website.

Installation T
Server Szlection X
To remove roles, role services, or features:
Start the Remave Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The mast current security updates frem Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[T] Skip this page by default
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Select installation type: Role-based or feature-based installation
— O *

-& Server Manager

= Add Roles and Features Wizard — [m] *

DESTIMATION SERVER

Select installation type p

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Befors You Begin

@ Role-based or feature-based i

server Selection
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Install
Select destination server: rodc2016.pusat.com
i Server Manager — O X
& Add Roles and Features Wizard - O X
. . DESTINATION SERVER
Select destination server rege2015 pusatcom
Befare You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Type Select a server from the server pool
er Selection O Select a virtual hard disk
Server Roles Server Pool
Features
Filter: | |
Name IP Address Operating System
rodc2016.pusat.com 192.168.2.3 Microsoft Windows Server 2016 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

Install

Server Roles: Active Directory Domain Services
2 — [m] #

[z Server Manager

R Add Roles and Features Wizard — ] x
DESTINATICN SERVER
Select server roles rodkz016 pusaccom

2 Add Roles and Features Wizard X ¥
Select one or more rol
Add features that are required for Active Directory

Roles ) )
Domain Services?

Active Directol
You cannot install Active Directory Domain Services unless the
Active Director)  following role services or features are also installed.

Active Director

Active Directo [Tools] Group Policy Management

Device Health 4 Remote Server Administration Tools

DHCP Server 4 Role Administration Tools

DNS Server 4 AD DS and AD LDS Tools

Fax Server Active Directory module for Windows PowerShell
I M| File and Storag 4 AD DS Tools

Host Guardian [Tools] Active Directory Administrative Center

Hyper-¥ [Tools] AD DS Snap-Ins and Command-Line Tools

MultiPoint Sen|

Network Policy

Print and Docy

Remote Acces:

Remote Deskix
Volume Activa
‘Web Server {11
Windows Depl

Include management tools (if applicable)

< Previous Next > Install
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R Server Manager — O x
[z, Add Reles and Features Wizard — [m] x
DESTINATION SERVER
Select features redcz D16 pusstcom
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection PRI NET Framewo Featun A .NET Framework 3.5 combines the
Server Roles | W] NET Framework 4.6 Features (2 of 7 installed) power of the .NET Framework 2.0
1 [ Background Intelligent Transfer Service (BITS) AP!s E""'m =2 technologies for
[ BitLocker Drive Encryption building applications that offer
AD DS [ BitLocker Network Unlock appealing user interfaces, protect
[ BranchCache your customers' personal identity
Confirmation [ Client for NFS information, enable seamless and
] Containers secure communication, and provide
[] Data Center Bridging the ability to model a range of
D Direct play business processes.
[] Enhanced Storage
[] Failover Clustering
Group Policy Management
[ wvo Quality of Service
[ 115 Hostable Web Core
[] Internet Printing Client
[ 1P Address Management (IPAM) Server
[] iSNS Server service
[ LPR Port Monitor v
{ >
<Previous | [ Nea> | | sl | [ Cancel
R Server Manager — m] *
fz Add Roles and Features Wizard — [m] X
. . . . DESTINATION SERVER
Active Directory Domain Services rosc2016 pusat com

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
Installation Type sharing and collaboration between users.

Before You Begin

Server Selection .
Things to note:

o
SeCvegRobs * To help ensure that users can still log on to the network in the case of a server outage, install a

Features minimum of two domain controllers for a domain.
* AD D5 requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

Confirmation

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to doud and on-premises web
apps.

Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

< Previous | ‘ Next > | | Install | | Cancel
rver Manager — O *
= Add Roles and Features Wizard — m] *
. . . . DESTINATION SERVER
Confirm installation selections rosc2015 pusat om

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type Restart the destination server automatically if required

Server selection Optional features (such as administration tools) might be displayed on this page because they have

' been selected automatically. If you do not want to install these optional features, click Previous to clear
e

SR their check bowes.

Features

AD DS Active Directory Domain Services
Group Policy Management

Confirm.

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

<Previous | | Net> | [ nstall | [ Cancel
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f& Server Manager

Fﬁ Add Roles and Features Wizard

DESTINATION SERVER

Installation progress rodk2016pusateom

Wiew installation progress

o Feature installation

Configuration required. Installation succeeded on rodc2016.pusat.com.

Active Directory Domain Services
Additional steps are required to make this machine 2 domain controller,

Promote this server to a domain controller

Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools v

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next >

Server manager: Promote this server to a domain controller

Fﬁ Server Manager

+ Dashboard

B Local Server

1. Post-deployment Configura...

Configuration required for Active Directory Domain
Services at RODC2016

E All Servers Promote this server to a domain controller

s local server

0 Feature installation
——
Configuration required. Installation succeeded on

ii File and Storage Services P
d features
redc2016.pusat.com,

Add Roles and Features vers to manage

Task Details er group

5 Connect this server to cloud services

Hide

LEARN MORE

ROLES AND SERVER GROUPS

Roles:2 | Servergroups: 1 | Servers total: 1

= File and Storage
AD DS 1 g ee 9 1
Services
@ Manageability @ Manageability .

Deployment Configuration: add a domain controller to an existing domain, domain: pusat.com, user:
PUSAT\administrator

Ea Server Manager

[ Active Directory Domain Services Configuration Wizard

TARGET SERVER

Deployment Configuration

rodc2016.pusat.com

yment Configuration

Domain Controller Options
Additional Cpticns
Paths

Review Options

Select the deployment operation

Add a domain controller to an existing domain
Add a new domain to an existing forest

Add a new forest

Specify the domain information for this operation

Domain: pusatcom

Supply the credentials to perform this operation

PUSAT\administrator

More about deployment configurations
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Domain Controller Options:
Domain Name System (DNS) server, Global Catalog (GC), Read only domain controller (RODC)

fe Server Manager - m} X
f& Active Directory Domain Services Configuration Wizard - m] X
. . TARGET SERVER
Domain Controller Options rodc2016pusateom |

Deployment Configuration B . . L .
Specify domain controller capabilities and site information
Domain Controller Options X
Domain Name System (DNS) server
RODGEpiians Global Catalog (GC)
Additional Options Read only domain controller (RODC)
Paths Site name: | Default-First-Site-Name ke |

Review Options
. Type the Directory Services Restore Mode (DSRM) password
Prerequisites Check

Password:

Confirm password:

More about domain controller options

Install
T Server Manager — a *
[ Active Directory Domain Services Configuration Wizard — ] X
RODC O _t TARGET SERVER ™%
p 1ons rodc2016.pusat.com

Deployment Configuration .
Delegated administrator account

Domain Centroller Options
[roncoro: [

RODC
Additional Opticns Accounts that are allowed to replicate passwords to the RODC
Paths
PUSAT\Allowed RODC Password Replication Group Add...
Review Cptions
Remove
Prarequisites Chack
Accounts that are denied from replicating passwords to the RODC
BUILTINVAdministrators A Add...
BUILTIN\Server QOperators Remove
BUILTIN\Backup Operators. v

If the same account is both allowed and denied, denied takes precedence.

More about RODC options

istal .
Replicate from: ad2016.pusat.com

f& Server Manager - m} x
[ Active Directory Domain Services Configuration Wizard - O s
Ad d . | O - TARGET SERVER
|Uona pUD”S rode2016.pusat.com -

Deployment Configuration 3 .
Specify Install From Media (IFM) Options

Domain Centroller Options

RODC Options
nal Options Specify additional replication options

[ Install from media

Paths Replicate from: ad2016.pusat.com

Preparation Options
Review Cptions

Prerequisites Check

More about additional options

Install
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F= Server Manager — [m] *
f& Active Directory Domain Services Configuration Wizard - O X
P h TARGET SERVER
aths rode2016.pusat.com -
Deployment Configuration ~ . X
Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Options
R05C Ctons Database folder: [c:windows\NTDS I[=]
T Log fles folder |cawindows\NTDS I[=]
SYSVOL folder: |camindowsisysvoL | E
Preparation Cptions
Review Options
Prereguisites Check
More about Active Directory paths
<Previous | [ Net> | | sl || Cancel
Ra Server Manager - m} X
F= Active Directery Domain Services Configuration Wizard - O X
. . TARGET SERVER
Preparation Options rodc2016.pusateom |
Deployment Configuration B . . i X
To install this domain controller, the wizard needs to perform the following operation(s):
Domain Controller Options
* Read-only domain controller preparation
RCDC Options
Additional Cpticns
Paths
Review Options
Frareguisites Chack
More about preparation options
<previous | [ Next> | | st | [ concel
s Server Manager — ] bt
= Active Directory Domain Services Configuration Wizard - m} X
R . O . TARGET SERVER
eview ptl ons rodc2016.pusat.com -
Deployment Configuration | Review your selections:
Configure this server as an additional Active Directory domain controller for the domain A

Domain Controller Cptions . .
pusat.com”.

RCDC Options
Additional Options Site Name: Default-First-Site-Name

Paths Additional Options:

Preparation Options

Read-only domain controller: Yes

Preraguisitas Check Global catalog: Yes
DNS Server: Yes
Update DNS Delegation: No

Source DC: ad2076.pusat.com

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

< Previous | | Next > | | Install ‘ | Cancel
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T Server Manager — [m] X
[ Active Directory Domain Services Configuration Wizard - O s
P TARGET SERVER
Prerequisites Check rodc2016.pusateam |~
| 9 All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show mare x

Deployment Configuration o - B - B
Prerequisites need to be validated before Active Directory Domain Services is installed on this

Domain Controller Options computer

RODC Options Rerun prerequisites check
Additional Cptions

Paths ® View results

1. Windows Server 2016 domain controllers have a default for the security setting named
X . "Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
Review Options cryptography algorithms when establishing security channel sessions.

Preparation Options

For mare information about this setting, see Knowledge Base article 942564 (httpy/f
go.microsoft.com/fwlink/?Linkld=104751).

The File Replication Service (FRS) is deprecated. To continue replicating the SYSWOL
falder, you should migrate to DFS Replication by using the DFSRMIG command. If you
continue to use FRS for S¥SVOL replication in this demain, you might not be able to
add domain controllers running a future version of Windows Server.

o Prerequisites Check Completed v

I, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

Next >
Installasi RODC berhasil.
R Server Manager — O X
[Es Active Directory Domain Services Configuration Wizard - m] X
R | TARGET SERVER
esults rodc2016.pusat.com -
‘ ® This server was successfully configured as a domain controller Show mare x

@ View detailed operation results

1. Windows Server 2016 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
cryptography algorithms when establishing security channel sessions.

For mare information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/TLinkld=104751),

The File Replication Service (FRS) is deprecated. To continue replicating the SYSVOL folder,
you should migrate to DFS Replication by using the DFSRMIG command. If you continue
to use FRS for SYSVOL replication in this damain, you might not be able to add domain
controllers running a future version of Windows Server,

More about results

< Previous Next > Cancel
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{50} _ Cek Server RODC
DNS Manager sudah tereplikasi, RODC2016 sudah join dengan AD2016

— a x

File Action View Help
x| @ B XEezBE 2 eETER
] Active Directory Users and Computers [ad2016.pusat.com] || Name Type DC Type Site Description

1 Saved Queries EIAD2016  Computer GC Default-First-Site-Name

v EUS:-(‘?M 1%IRODC2016 Computer Read-only, GO Default-First-Site-Name
| Buittin

7 Computers
~ 21 Domain Controllers
i AD2016
1 RODC2015
1 ForeignSecurityPrincipals
“| Managed Senvice Accounts

v &1 UserCabang
2, Admin Cabang
2, Cabang User3
2, Cabang User4

82, GroupCabang £ DNS Manager
2, User Cabang 1 File At i el
2, User Cabang 2 fle Action Wiew help
v &1 UserPusat e B Bm 8§ 88
2, Admin Pusat
T £, DNs Name Type Data Timestam,
2, UserPusat 1 = s P
T oo o> ~ F RODC2016 = sdes
- serfussts v [ Forward Lockup Zones || =5~
i A tory Sites an medcspusatcom ||
== £ : t
File Action View Help v o] pusat.com _—:*‘:
— udp
. - > = 5 _msdes =
L IR ERE0EY |2 S “cites JoemainDnsZones
[l Active Directory Sites and Services [2d2016.pusat.ci| Name Dormain 9 tep JForestDnsZones .
w O Sites _ wdp [El(same as parent folder]  Start of Authority (SOA)  [88], ad2016.pusat.com.... static
| Inter-Site Transports §AD2003  pusat.com DomainDneZones || [ (same as parent folder) Name Server (NS) d2016.pusat.com. static
= Subnets %‘:g?gm "’”5“:‘(”"‘ | ForestDnsZones [Eltsame as parent folder) Name Server (NS) d2003.pusat.comn 1/30/2021 8:00:00)
[ Default-First-Site-Name pusat.com « [ Reverse Lookup Zones || [E](same s parent folder) Host (4) 192.168.1.2 1/30/2021 8:00:00
v | Servers 1 1.168.192.in-addrarps || [F]ad2003 Host () 192.168.1.2 1/31/2021 8:00:00
5 AD2003 | Trust Points [Fadz01s Host (4) 192.168.1.2 static
v 3 apais | Conditional Forwarders || [ cloud Host (4) 19216813 static
_ F NTDS Settings Elrode2016 Host (&) 192.168.2.3 2422021 3:00:00
v i ;?DQDW Elwinzpusar Host (&) 182.168.56.254 1/30/2021 9:00:00}
i NTDS Settings
< > < >

{51} _ Schedule Replikasi
Active Directory Sites and Services, RODC2016, NTDS Settings, RODC Conection (SYSVOL), Properties,
General, Change Schedule.. All, Four Time per Hour.

RODC Connection (SYSVOL) Properties X

®i Active Directo
File Action View Help
e nEIXEEE H= 2

General Object Securty Attribute Editor

[ Active Directory Sites and Services [ad2016.{| pame Erom Serv... From S| i'il RODC Connection {SYSVOL)
~ [ Sites HHRODC Connection (SYSVOL)  AD2016 Default
71 Inter-Site Transports
| Subnets Description [
v [& Default-First-Site-Name
~ [ Servers
& Ap2003 Change Schedule...
v F apa0is
B NTDS Settings
v F RODC2016 Replicate from
[ NTDS Settings Server: AD2016 Change...
Schedule for RODC C tion (SYSVOL X
chedule for onnection ( ) se. i Fra St e
‘1!2!‘- 2-4.-6-8 -10-;;- 2.4.6-8 _m_lg _“ Replicated Naming Context(s): pusat.com; Schema: Corfi
Al Cancel Partially Replicated Naming Cortext(s): |l other domains
Sunday
Monday
E— ) None 0K Cancel Apply Help
Wednasday m (O Once per Hour
Thursday 1 () Twice per Hour
Fedoy I ®Fou e per o
Saturday
Sunday through Saturday from 12:00 AM to 12:00 AM
[ Active Directory Sites and Services — [m] x
File Action View Help
e nEIXEBER BE2
i Active Directory Sites and Services [ad2016)| Name From Serv... From Site Type Description
~ [ Sites RODC Connection (SYSVOL) Si.. Connection
7 Inter-Site Transports N
Replicate Now
“| Subnets
v [# Default-First-Site-Name All Tasks >
v [ Servers
5 ap2003 Delete
v F AD2016 Renam({ ™o cate Now %

B NTDS Settings
v 5 RODC2016
[ NTDS Settings Help

Properi

o Active Directory Domain Services has replicated the connections,

« >

Forces immediate replication with this Domain Controller.
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{52}_ Re-join Domain ke pusat.com
Komputer win7cabang, re-join domain ke domain pusat.com
rSy;tem Properties @ EI@

Computer Name/Domain Changes @ E‘ e e G th Control Panel pe ‘

You can change the name and the membership of this mpter
computer. Changes might affect access to network resources.
More information

oration. All rights re: e
@ Welcome to the pusat.com domain,
e ¥

Computer name: IY's L
o
Full computer name
win7cabang cabang.com
b ] — =
1D
Member of alBox Computer Name/Domain Changes
@ Domain: :I m rating is not available Enter the name and password of an account with permission to join the
e
pusat com R) Core(TM) i7-6700T CPU @]  9°™aIn-
() Workgroup B
it Operating System Ir [ cabangl ]
en or Touch Input is available |
[ceecsesees |
— Dormain: pusat.com =
-633-1058
Computer name, domain, and workgroup settings
Computer name: winTcabang '@Chamge settings
Full computer name: winTcabang.cabang.com
Seealso Computer description:
Action Center Domain: cabang.com
Windows Update Windows activation
Performance Information and ‘@‘ 12 days to activate. Activate Windows now
Tools

Product ID: 00426-292-0000007-85233  Change product key =

Saat akan login dengan user cabangl di domain pusat.com maka akan disuruh untuk mengubah
password terlebih dahulu.

|

. Windows 7 Uttimate
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Ganti User Profile lokasi folder dengan folder lama.

Y Registry Editor = (@ |[=
File Edit View Favorites Help

a ProfileList || Name Type Data -
ii; iz 5] (Default) REG_ST {value not sef)
5'1'5'20 14 Flags REG_DWORD 0:00000000 (0)
S ab - = - |
5-1-5-21-2342293633-2343840739- 2458845129-1103 o Elil:L . Eég-ﬁmm %&Sﬁfﬁlﬂy 9967 e-0f... r
5-1-5-21-2353361225-3945149158-1050839044 1108  Hedtegont-ac.. - a
©-1-5-21-351406134-3727805288-164476437-1106 ab|ProfilelmagePath REG_EXPAND_SZ  Ci\Users\cabangl PUSAT
5-1-5-21-351406134-3727805288-164476437-1107 ] Profilel oadTim... REG DWORD  0x00000000 (0)
5-1-5-21-351406134-3727805286-164476437-1609 1| Profilel oadTim... REG.DWORD  0x00000000 (0)
5-1-5-21-495131562-680300042-1091072176-1000 #¢| RefCount REG_DWORD 0:00000001 (1)
ProfileLoader ~ || % RunLogonScrip... REG_DWORD 000000000 (0) -
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileList\S-1-5-21-351406134-3727805288-164476437-1609
o | = 23 A C system32\cmd.exe
T = o= [@RHicrosoft Windows [Version 6.1.76811
@‘\j" Q-0 U= 0 = [42] [ searc Pl o yrighe Cc> 2889 Micwosoft Corporation. ALl rights reserved.
e T e - C:\Users\cabangl.PUSAT >uhoani /user
z USER INFORMATION
- F *  MName Dste modified Type Size | "
£ Favorites -’
B Desktop gu 212 v File folder User Name SID
& Downleads E A cabangl il File folder [pusatscabangl §-1-5-21-351486134-3727805288-164476437-1609
Recent Places A cabangl.PUSAT 2 File folder Usersscahangl.PUSAT>
Publ . File fold Usersscabangl .PUSAT >whoami ~Ffgdn
T LSty ICN=User Cabang 1,0U=UserCabang,DC=pusat.DC=com
Lib e fold
,J_ ibraries pusatl 1, File folder C: \Wsers\cabangl . PUSATY
£ Documents pusat2 21/ File folder
@' Music userl File folder Edit String
= Pictures ' m » Value name:
7 items State: BB Shared ProfieimageFath
Value data
C:\Users'cabang
7 items | Computer sers*cabang 1|
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